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LAB 1.2. WINDOWS 7 USER ACCOUNT CONTROL
I. GIOI THIEU

Bai lab trién khai trén mot may Windows 7 v6i muc tiéu khao sat va thir nghiém mot s6 thong sb lién
quan dén co ché User Account Control (UAC)

Cac budc thuc hién:

Thay d6i thong s6 UAC

Khao sat phan ung cia UAC Notifications level 1
Khao sat phan trng cua UAC Notifications level 2
Tt chire ning UAC

Cawp
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II. THUC HIEN
A. Thay d6i thong s6 UAC
- Enable built-in Administrator = Log on Administrator
- Start = Control Panel = System and Security
- | 3 |
Adjust your computer's settings View by: Category ~
System and Security User Accounts and Family Safety
Review your computer's status % ';‘:_,ﬂi'#\dd of Femove user accounts
Back up your computer '&.‘Set up parental controls for any user
Find and fix problemns

Appearance and Personalization
Change the theme

Change desktop background

Adjust screen resolution

Hardware and Sound b Clock, Language, and Region
L.

Network and Internet
View network status and tasks
Choose homegroup and sharing options

View devices and printers Change keyboards or other input methods
Add a device Change display language
Connect to a projector

Adjust commonly used moebility settings @
—

~— Programs

Ease of Access
Let Windows suggest settings
Optimize visual display

p 1) Uninstall a program

- Trong phan Action Center & Chon Change User Account Control settings

@T\vag ¢ Control Panel » System and Security »

Control Panel Home

‘Aﬁ Action Center
= Systern and Secaity \ Review your computer's status and resolve issues

Troubleshoot common computer problems ~ ReSTore your Compuier 1o an eamier Ume

Metwork and Internet
Hardware and Sound * '{VIﬂdOWS Firewall . )
Check firewall status | Allow a program through Windows Firewall

Programs
User Accounts and Family Eh' S}fStem .
Safety g '.'_'lev.' amount of RAM and processor speed | Check the ".*.'lndr_:-,'fr, Experience Index
Appesines ing ¥ Allow remote access | Seethe name of this computer | B¢ Device Manager
B izati .

i ol y [z Windows Update
Clock; Language, and Region =gl Turn automatic updating on or off Check for updates View installed updates

Ease of Access : ;
\; Power Options
: Change battery settings | Require a password when the computer wakes
Change what the power buttons do Change when the computer sleeps

Backup and Restore
" Back up your computer | Restore files from backup

BitLocker Drive Encryption
Protect your computer by encrypting data on your disk Manage BitLocker

.. Administrative Tools
Free up disk space Defragment your hard drive \Hﬂ Create and format hard disk partitions

9 View event logs | M Schedule tasks

Trang 2/9



b F

NHAT NGHE

TRUNG TAM PAO TAO MANG MAY TINH NHAT NGHE

POI TAC PAO TAO CUA MICROSOFT TAI VIET NAM

105 Ba Huyén Thanh Quan, Q3, TP. HCM

Tel: 3.9322.735 —0913.735.906 Fax: 3.9322.734 www.nhatnghe.com

GOLD CERTIFIED Learning Solutions
Partner

- Co thé thay ddi cac mire d6 bao mat cho UA(;: i i
- UAC Always Notify you: Day la Level 1: nhac nh¢ khi stir dung chuong trinh d¢ thay d6i may tinh hoac
cau hinh cia Windows

“y User Account Control Settings

Choose when to be notified about changes to your computer

User Account Contral helps prevent potentially harmful programs from making changes to your computer,

Tell me more about User Account Control settings

Always notify
-E- Always notify me when:
= Programs try to install software or make changes to
my computer
*  Imake changes to Windows settings
ﬁ Recoemmended if you routinely install new software
— — and visit unfamiliar websites,
Mever notify

=N EER =<5

[ & ok ][ Cancel

- Default UAC Notification: Day la Level 2, chi nhic nhé khi st dung chuong trinh thay d6i may, khéng
nhac nhé khi thay doi cau hinh cia Windows

f’; User Account Control Settings

|:|||E| -‘;h‘

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your computer,

Tell me more about User Account Control seftings

Always notify
- - Default - Notify me only when programs try to make
changes to my computer
* Don't notify me when I make changes to Windows
=== settings
Q Recommended if you use familiar programs and visit
- - familiar websites,
Mever notify

[ B oK H Cancel
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- UAC Notify without Diming Desktop: Day 1a Level 3, nhic nh khi ding chuong trinh thay di may
F’ﬂg’ User Account Control Settings » = | B ﬂh‘

Choose when to be notified about changes to your computer

User Account Contral helps prevent potentially harmful programs from making changes to your computer,
Tell me more abeut User Account Control settings

Always notify
- - Notify me only when programs try to make changes to
my computer {do not dim my desktop)
®  Don't notify me when I make changes to Windows
- = settings
—Es -
(:i Mot recommended. Choose this only if it takes a long
— - time to dim the desktop on your computer,
Mever notify

[ ok ]I Cancel

- Turn Off UAC Notifications Completely: Day 1a Level 4, khong nhac nho khi sir dung. Vi Level nay
thi nhu Turn off UAC

= 3 — -
! User Account Control Settings | 5] e

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your computer,
Tell me more about User Account Control seftings

Always notify

Never notify me when:

®  Programs try to install software or make changes to
my computer

® [ make changes to Windows settings

Lﬁl Mot recommended. Choose this only if you need to
use programs that are not certified for Windows 7
- because they do not suppert User Account Control,

Mever notify

—

Bl oK ]I Cancel
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B. Phan ing ciia UAC Notifications level 1
- Tao 03 User: QuanLy, Ti, Teo. Password cua céac user déula 123
- Cau hinh user QuanLy thanh member ctia group Administrators
1. P6i véi mot user thudc nhém Administrators
- Logon Administrator = bao dam UAC Notifications ¢ Level 1
- Logon QuanLy
- Start = Control Panel = Chon Device Manager
=1 o
OD @ ¥ Control Panel » All Control Panel tems » - | 4 | | Search Control Ponel ol
Adjust your computer’s settings Viewby: Largeicons ¥
‘W Action Center ;,‘-_J Administrative Tools B a! AutoPlay
'b’& Backup and Restore % BitLocker Drive Encryption -? Color Management
Q‘l Credential Manager '|L Date and Time I@ Default Programs 1
@ Desktop Gadgets Device Manager ,-4|J| Devices and Printers
! Display Ease of Access Center LE! Folder Options
h Fonts _--.[ Getting Started Q% HomeGroup
a;ff’ Indexing Options ‘?; Internet Options <% Keyboard
(F=5; Location and Other » K& Network and Sharing
Yl sensors ‘? Wierise B center
[=] MNotification Area Icons % Parental Controls - PRERIITANCE Intofrdnon
[ve v & ' _and Tools =
- Hop thoai UAC xuat hién = ¢6 thé chon Continue dé tiép tuc
User Account Cantral == .

@ Windows needs your permission to continue

If you started this action, continue,

"%; Uzer &ccounts Control Panel
1 Iicrosoft Windows

'E"Dr:tails Continue |[ Cancel ]

User Account Control helps stop unauthorized changes to your computer.
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Adjust your computer’s settings

w Action Center

Backup and Restore
Credential Manager

Desktop Gadgets
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2. Pbi v6i mot Standard User

- Logon Teo

- Start = Control Panel = Chon Device Manager

= o =5
G__ﬁ v @ » Control Panel » All Control Panel Items » - | 4 | | Search Control Panel ol
View by:  Largeicons ¥

B g! AutoPlay

Administrative Tools
-? Color Management

m

BitLocker Drive Encryption
& Default Programs

©
. Devices and Printers

i

=y

Device Manager
L'—"ﬂ Folder Options

Q% HomeGroup

Date and Time

\ Ease of Access Center

! Display

h Fonts --.[ Getting Started
@ Indexing Options ¢-| Internet Options <% Keyboard

=~ Location and Other KN Network and Sharing

! . M Y
Yl sensors ‘? i =M Center
Notification Area Icons % Parental Controls B PRERIITANCE Intofrdnon
[ve v & = and Tools =

.

- Nhén duoc thong bao 16i khong ¢ du quyén.

Device Manager
-
You are logged on as a standard user. You can view device settings in

Device Manager, but you must be logged on as an administrator to

N
make changes,
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C. Phan wrng cia UAC Notifications level 2

- Logon QuanLy - diéu chinh UAC Notifications & Level 2
- Logon Teo
- Start = Control Panel = User Accounts and Family Safety 2 Add or Remove user accounts

-

- - - - - -

» . -
@@vl@ » Control Panel » v|¢f|| Search -,_;.1 rol Pt

Adjust your computer's settings View by:  Category v

/ Hardware and Sound

" View devices and printers l_ Change keybeards or other input methods

System and Security
Review your computer's status
Back up your computer

Find and fix problems

UserAccounts and Family Safety
Badd o ve use

'P!-Set up parental controls for any user

Counts

Appearance and Personalization
Network and Internet % Change the theme
View network status and tasks Change desktop background

Choose homegroup and sharing options Adjust screen resolution

Clock, Language, and Region

Add a device
Connect to a projector

Adjust commaonly used mobility settings h Ease of Access
J Let Windows suggest settings

Programs Optimize visual display

Uninstall a program

Change display language

- Hop thoai UAC yéu cau ching thuc quyén han sir dung chuong trinh

User Account Control

@ Windows needs your permission to continue

If you started this action, continue,

=L Microsoft Management Console
Microsoft Windows Publisher

To continue, type an administrator password, and then click OK.

NHATNGHE\ADMINISTRATOR

| Password

|\:\ Use another account

':\:':.' Details L oK ] [ Cancel

User Account Control helps stop unauthorized changes to your computer.
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- Nhéap tai khoan Administrator s€ st dung dugc ing dung

[ . Bl
B o - - = @ﬁ

- s @ * - - -

@U'H& « UserAccounis + Manage Accounts

Choose the account you would like to change

I
Teo Administrator
| Standard uszer Administrator
| Password protected Password protected
I
|
QuanLy Ti I
Administrater Standard user
| Passwaord protected Password protected L

Guest
Guest account is off H
Create a new account f

What is a user account?

Additional things you can do
";,' Set up Parental Controls

Go to the main User Accounts page

D. Tit chirc ning UAC

- Logon QuanLy
- Start = Control Panel = System and Security = Administrative Tools

-  — - e —

@:Qv s » Control Panel ¢ System and Security »

Control Panel Home

hr. Action Center
{  Rovi

® System and Security
Metwork and Internet

i = 31 1

Fhrdaie s Sovnd * Windows Firewall

Check firewsl| status

eshoot commaon computer pro

e your computer's satus and resalve is

Rectors your

® Change User Account Control settings

Allow 3 program through Windows Firewall

computer to an sardier fime

Prograrms

User Accounts and Family !!ﬂ Slystsr'.'l ) )

Safety Wiew amount of RAM and processor speed Check the Windows Experence Tndex
Ao " Allow remote access | See the name of this computer 4; Device Manager
feronalimmon :7‘| Windows Update

Clock, Language, nd Region =@l Turnautomatic updating on or off | Check for updates | View installed updates

[Eass of Access :
\1; Power Options
€ battery settings

Change what the power buttons do

aﬂf Backup and Restore

Back up your computer

€ 3: BitLocker Drive Encryption
™~ Pro

t your computer by encrypting data on your disk

anment vor baed deive

Require a pasewvord when the computer wakes
Change when the computer sieeps

Restore files from backup

Manage Bilocker

B Create and formst hard disk partitions

B View event Iog

your EOMmpUteT,

tree Toolks
re administrative settings for
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- Nhép kép Local Security Policy = Chon Local Policies = Security Options
—> Nhap kép User Account Control: Run all administrators in Admin Approval Mode

=3 Local Security Policy
File Acticn View Help

| 2FXE = Em

3 Security Settings
4 Account Policies
4 3 Local Policies
& Audit Policy
d User Rights Assignment
4 Secunty Qptions
_ Windows Firewall with Advanced Seq)
j Mebwork List Manager Policies
Public Key Policies
I Seftware Restriction Palicies
| Application Contrel Policies
[ 5 [P Security Policies on Local Compute
. fdvanced Audit Policy Configuration

= {En )
Policy : Security Setting .
| Metwaork security: Restrict NTLM: Outgoing NTLM traffic to remote servers Mot Defined
£ Recovery console: Allow autematic administrative logon Dizakbled
| Recovery console: Allow floppy copy and access to all drives and all folders Disabled
4| Shutdown: Allow system to be shut down without having te lag an Enabiled
| Shutdown: Clear virtual memeory pagefile Disabled
21 System cryptography: Force strong key protection for user keys stored on the computer Mot Defined
“s| System cryptography: Use FIPS compliant algorthms for encryption, hashing, and signing Disabled
.| System objects: Require case insensitivity for non-Windows subsystenmns Enabled
| Systern objects: Strengthen default pesmizsions of intermal system objects (e.g. Symbolic Links) Enzbled
| System settings: Optional subsystems Posix
| System settings: Use Certificate Rules on Windows Executables for Software Restriction Policies Disabled
x| User Account Control: Admin Approval Mode for the Built-in Administrator account Disabled
i) User Account Control: Allow UlAccess applications to prompt for elevation without using the secure ... Disabled
| User Account Control: Behavior of the elevation prompt for sadministrstors in Admin Approval Mode  Prompt for consent for ..,
| User Account Control: Behavier of the elevation prompt for standard users Prompt for credentials
“u| User Account Control: Detect application installations and promipt for elevation Enabled
ui| User Account Control: Only elevate executables that are signed and validated Disabled
| User Account Control: Only elevate Ulhccess applications that are installed in secure locations Enabled ‘ ‘
B User Account Controk Run all adminstrators in Admin Approval Mode _ _____fnabled
| User Account Control: Switch to the secure desktop when prompting for elevation Enabled |
21| User Account Control: Virtualize file and registry write failures to per-user locations Enzbled |
m » € | n | B

- Chon Disabled dé tit UAC > OK

i ” ™y
User Account Control: Run all administrators in Admin Appﬂw...m

Local Security Setting | Bxplain

User Account Control: Run all administrators in Admin Approval
Maode

Y.

(7 Enabled
i@ Disabled

FUoK Aoply |

1| cance ||

- Trudng hop tit hodc mé chirc ning UAC hé thdng yéu cau phai khoi dong lai

% You must restart your computer to turn on User Account Control % *
] Click to restart this computer

e @ 93 ds

12:06 AM
6/10/2009
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