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LAB 1.3. WINDOWS 7 BITLOCKER

I. GIOI THIEU

BitLocker 12 mot tinh ning tich hop cia Windows 7 c¢6 kha ning ting cudng bao mat dir liéu bang cach
ma hoa dir liéu trén cac phuong tién luu trir (hard disk drive, USB drive). Khi muén truy cép thong tin,
nguoi dung budc phai nhap mat khau.

Cac budc thuc hién:

Kich hoat & Céu hinh BitLocker trén mot dia USB.
Kiém tra két qua.

Thay d6i mat khau BitLocker.

Phuc hdi mat khau cii

Tit BitLocker

moOwy>
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II. THU'C HIEN

A. Kich hoat & CAu hinh BitLocker

- Windows Explorer > Click phai 6 dia (USB) > Turn on BitLocker

TS » Computer » NN_USB (E) » - [

-

Organize «

Share with =

Mew folder

4.7 Favorites
Pl Desktop
4 Download

=l Recent Pla

4| 4 Libraries
> 3 Document
> J? Music
» =] Pictures
> B Videos

>Q@ Homegroup

48 Computer
> &, Local Disk
b oy NMN_USB (E-

Expand
Turn on BitLocker...

Open AutoPlay...

Open in new window
Share with

Qpen as Portable Device
Fermat...

Eject

Cut

Copy

Rename

Mew

Properties

>¢§ Metwork

Date modified

10/15/2009 7:33 PM
10/17/2009 7:54 AM
10/14/2009 4:20 PM

3 itemns

-

- Hop thoai Starting BitLocker

NN_USB (E)

-

) &l BitLocker Drive Encryption (E:)

Starting BitLocker

Please wait while BitLocker initializes the drive,
| ———

/2t Do not remove your drive during BitLocker setup.

| What are Bitl ocker's system requirements?
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- Chon “Use a password to unlock the drive” = Nhap mat khau P@ssword (2 1an) = Next

L ", ~ —= ~ Ca
-\@,- B Y it lncker Dine Ener ot [

Choose how you want to unlock this drive

Use a password to unlock the drive

Passwords should contain upper and lowercase letters, numbers, spaces, and symbaols,

Type your password: TTITIT

Retype your password:  ssssssss|

[] Use my smart card to unlock the drive

You will need to insert your smart card. The smart card PIN will be required when you unlock the drive,

How do [ use these options?

Mext ][ Cancel

- Chon “Save the recovery key to a file”

A — — i _ﬁ -

@ % BitLocker Drive Encryption (B} | —

How do you want to store your recovery key?

If you forget your password or lose your smartcard, you can use your recovery key to access your drive.

We recommended that you save your recovery key to a file and print it.

= Save the recovery key to a file

= Print the recovery key

What is a recovery key?
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- Luu vao C:\BitLockerRecoverKey.... 2 Save
[ 4 Save BitLocker Recovery Key as @1
@n\:}v 3 ¥ Libraries » Documents » - |#¢|| Search Documents p'
Organize = Mew folder 4= - .@.
't Favorites — Documents library Arange by:  Folder =
M Desktop Includes: 2 locations
4. Downloads -

Mame Date modified Type
12 Recent Places

m

Mo iterns match your search.
= Libraries
3 Docurments
;J'- Music
= Pictures

B videos

*% Homegroup > 4 T | b

File name: BitLocker Recovery Key 6F256770-38E8-42A4-AA17-C1E98B12F229 -

Save as type: [Text Files v]

= Hide Folders | swe || conce |

- Chon Start Encrypting
S——— B
@ By BitLocker Drive Encryption (E:) a—

Are you ready to encrypt this drive?

You will be able to unlock this drive using a password.
Encryption might take a while depending on the size of the drive.

Until encryption is complete your files will not be protected,

Start Encrypting |l Cancel
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- Qua trinh ma hoa dién ra

-
BitLocker Drive Encryption

f-TT% Encrypting...
Drive E: 4.2% Completed

L Pause encryption before removing the drive or files on —
the drive could be damaged. Wl

B. Kiém tra két qua L

- M6 USB = Phai nhap mat khau = Unlock

This drive is protected by BitLocker Drive Encryption

Type your password to unlock this dive

[7] Show password characters as | type them

[ Automatically unlock on this computer from now on - .
| forgot my password !

Why do | have to unlock the drive?

Unlock ]’ Cancel

K9 )8 5= » Computer » NN_USB (E) » = Search NN_USE {

Organize « Share with = Mew folder M
<% Favorites Marne Date modified Type

Bl Desktop K 81 10/15/2009 7:33 PM  File folder

& Downloads W 139 10/17/2003 7:54 AM  File folder

1= Recent Places .. Ba8 10/14/2009 4:20 PM  File folder
4 Libraries
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C. Thay d6i mat khiu BitLocker

- Windows Explorer

Organize - Sha

4 .0 Favorites
Bl Desktop
& Downloads

v
= Recent Places

4 Libraries
* @ Documents
* J’ Music
» k=] Pictures
> B Videos

> ¥ Homegroup
a4 (M Computer
+ &, Local Disk (C:)

i m NN_USB (E)

>¢j Metwark

‘? 3 ftems

- Click phai 6 dia (USB) > Manage BitLocker

Pl 5= > Computer » NNUSBE) » <[ o e |
Expand =~ [l @
Manage BitLocker... Date modified Type Size
Open AutoPlay.. 10/15/20097:33 PM  File folder
Open in new window 10/17/2009 7:54 AM  File folder
10/14/2009 4:20 PM  File folder

Share with

Open as Portable Device
Format...

Eject

Cut

Copy
Paste

Rename
MNew

Properties

- Chon “Change password to unlock the drive”

-

u g&l BitLocker Drive Encryption (E:)

Select options to manage

= Change password to unlock the drive
= Remove password from this drive

= Add a smart card to unlock the drive
= Save or print recovery key again

- Automatically unlock this drive on this computer

Close
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- Nhap mat khau méi P@$$word (2 1an) > Next > OK - Close

@ % BitLocker Drive Encryption (E:)

Create a password to unlock this drive

You should create a strong password that uses upper and lower case letters, numbers, symbols, and
spaces.

Type your password:
asasBaa

Retype your password:

Tips for creating a strong passwaord.

| E Mext ][ Cancel I I ._ ..

r Bl
BitLocker Drive Encryption ﬂ

) Your password has been changed.

D. Phuc hoi méat khiu cii
- Mo USB - chon “I forgot my password”

I 1 e, O o
\.) ¢ BitLocker Drive

This drive is protected by BitLocker Drive Encryption

Type your password to unlock this drive

[7] Show password characters as | type them

[ Automatically unlock on this computer from now on
{forgot my password —_—

Why do | have to unlock the drive?

q [ Unlock ]’ Cancel
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- Chon “Type the recover ke

Unlock this drive using your recovery key

K you dont remember your password or you don't hiave your smart card, you can use your recovery
key to unlock the drive.

Your recovery key was created when BitLocker was first set up. The recovery key might have been
saved or printed, or you might need to get it from your system administrator {depending on your
company's security policy).

Your recovery key can be identified by: 743DB559

> Get the key from a USB flash drive

= Type the recovery key

- Paste = Next

File Edit Format View Help
BitLocker Drive Encryption Recovery Key The recovery key is used to rec .

To verify that this is the correct recovery key compare the identificati

recovery key identification: 743DB559-2AFE-4D
Full recovery key identification: 743DB559-2AFE-4DD5-94C4-EALF9F5E336B

BitLocker Recovery Key:
539363-364881-073381-414282-473264-293007-220924-41E8550

Enter your recovery key

Type your BitLocker recoveny key:

533363-364881.07338 1414282 471264-293007-220924-418550

':.\\_’: ) More infomation

[ Mext i[ Cancel
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- Hop thoai “You now have temporary access to this drive” - chon Manage BitLocker

You now have temporary access to this drive

The drive is unlocked but it will be locked again f you remove it or tum off your computer.

You should change your password ar your unlocking method by clicking Manage BitLocker.

= Manage BitLocker

- Chon “Change password to unlock the drive”

Select options to manage

= Change password to unlock the drive
= Remove password from this drive

2 Add a smart card to unlock the drive
= Save or print recovery key again

= Automatically unlock this drive on this computer
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- Nhap mat khau P@ssword (2 1an) > Next

Create a password to unlock this drive

You should create a strong password that uses upper and lower case letters, numbers, symbols, and
spaces.

Type your password:

Retype your password: LC

Tips for creating a strong password,

I Mext ] [ Cancel
- OK :
BitLocker Drive Encryption u . : )
@ Your password has been changed.
—
- Close

Select options to manage

= Change password to unlock the drive

= Remove password from this drive
2 Add a smart card to unlock the drive
= Save or print recovery key again

= Automatically unlock this drive on this computer
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- Finish

-Két qua

I | —

You now have temporary access to this drive

The drive is unlocked but it will be locked again f you remove it or tum off your computer.

You should change your password ar your unlocking method by clicking Manage BitLocker.

= Manage BitLocker

K8 5= + Computer » NN_USB(E) » = Search NN_USB (€9

Organize = Share with = Mew folder
-
70 Favorites Name
B Desktop il
& Downloads 139
i.h_'_l Recent Places .. BBB
M
4 Libraries
@ Documents
Jﬂ Music
[ Pictures
B Videos

*& Homegroup

Lol Computer

&, Local Disk (C3)

Sm NN_USB (E)

“j Network

‘? 3 itemns

Date modified

10/15/2008 7:33 PM
10/17/2008 7:54 AM
10/14,/2009 4:20 PM

3= -

Type Size

File folder
File folder
File folder

0 @
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E. Tit BitLocker

- Start = Control Panel = BitLocker Drive Encryption

Control Panel Home

Action Center

Review your computer's status and resclve issues

r&' Change User Account Control settings | Troubleshoot common computer problems
Restore your computer to an earlier time

* System and Security .
Metwork and Internet

Hardware and Sound

Windows Firewall
Programs

Check firewall status | Allow a program through Windows Firewall
User Accounts and Family

Safety Ls,!‘ System

View amount of RAM and processor speed | Check the Windows Experience Index
Appearance and P P P
Personalization B Allow remote access | Seethe name of this computer | By Device Manager

Clock, Language, and Region I.‘j" Windows Update
Ease of Access ~al Turn automatic updating on or off | Check for updates | View installed updates

\[@ Power Options

Require a password when the computer wakes | Change what the power buttons do
Change when the computer sleeps

Backup and Restore
Back up your computer | Restore files from backup

BitLocker Drive Encryption
Protect your computer by encrvoti

; i Vlanage BitLocker
_— . BitLocker Drive Encryption
Administrative Tools | Protect your computer using
Free up disk space | Defrad BitLocker Drive Encryption.
r@'Create and fermat hard disk partitions @\-"iew event logs r&: Schedule tasks

- Chon Turn off BitLocker

[E—Em——)

'@ . %@ <« System and Security » BitLocker Drive Encryption - Search Control Panel e

Control Panel Home

Help protect your files and folders by encrypting your drives

BitLocker Drive Encryption helps prevent unauthorized access to any files stored on the drives shown
below. You are able to use the computer nermally, but unauthorized users cannot read or use your files.

What should I know about BitLocker Drive Encryption before Iturn it on?

BitLocker Drive Encryption - Hard Disk Drives

C: r&' Turn On BitLocker
o Off

BitLocker Drive Encryption - BitLocker To Go
MNM_USE (E:) Turn Off Bitl ocker
On Manage BitLocker

See also
) TPM Administration
@ Disk Management

Read our privacy statement
online
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- Chon Decrypt Drive

"(-\ - %@i ¢ System and Security » BitLocker Drive Encryption -

Control Panel Home

Seealso

'F;' Disk Management

online

| Search Control Panel D

Help protect your files and folders by encrypting your drives

BitLocker Drive Encryption helps prevent unauthorized access to any files stored on the drives shown
below. You are able to use the computer normally, but unauthorized users cannot read or use your files.

What should I know about BitLocker Drive Encryption before Iturn it on?

BitLocker Drive Encryption - Hard Disk Drives

- ;
,
BitLocker Drive Encryption m@

Turn Off BitLocker

Your drive will be decrypted. This may take considerable time,
You can monitor the status of your drive decryption.

Decrypt Drive ][ Cancel ]

) TPM Administration

Read our privacy statement

pcker

Cher

ker

- Decrypting

- Hoan tit > Close

-
BitLocker Drive Encryption

?.:-!& Decrypting..
Drive E: 2.5% Completed

/1. Pause decryption before removing the drive or files on
the drive could be damaged.

Pause

BitLocker Drive Encryption

?.:-!& Decryption of E: is complete.
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