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LAB 2.1. NGAN CHAN DUNG PHAN MEM TREN WINDOWS 7
I. GIOI THIEU

Bai lab dung 01 may Windows 7 thuc hién cac thao tac cAu hinh ngin chian ngudi dung sir dung mot sb
phan mém.

Cac budc thuc hién:

A. Chuén bi
1. Kich hoat user account built-in Administrator & cai Yahoo Messenger
2. Tao 2 user account — dung chuong trinh Yahoo Messenger

B. Dung Software Restriction Policies cAm user dung chuong trinh Calculator — Kiém nghiém
C. Dung Application Locker cAm user dung Yahoo Messenger

1. Kich hoat dich vu Application Identity
2. Cau hinh ApplicationLocker — Kiém nghi¢m
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II. THU'C HIEN

A. Chuin bi:

1. Kich hoat user account built-in Administrator & cai Yahoo Messenger

- Start = Click phai Computer = Chon Manage

P— "':.- ! I
jr Getting Started -

@ Windows Media Center NhatNghe

Documents
i Calculator

e Pictures
'-’:‘_:'ﬁ Paint
Music
% Snipping Tool

Games

Sticky Motes

% Remote Desktop Connection Open
Manage

@f Magnifier .
! . Map network drive...

.,1 Solitaire Disconnect netwaork drive...

3 Show on Desktop
.‘ Howie's Quick Screen Capture
P4 Rename

b All Programs Properties

| Search programs and files

- Computer Management - System Tools > Local Users and Groups - Users = Cllck phal

Administrator = Properties

File Action View Help

es 2B XDz BE

_k' Computer Management (Local) Mame Full Mame
4 '[?& Systemn Tools

.+ Administrator
3 @ Task Scheduler

: !i_.jGuest
- g et Niower &'HomeGroup... HomeGrou
B m Shared Folders g‘l\lhatN B
4 J Local Users and Groups g
| Users
] Groups

B @ Performance
ré Device Manager

4 23 storage
=7 Disk Management
= Wi B i e I R

Description

All Tasks

Delete

Rename
Properties

Help

Set Password...

meSiiit for administening...

y Jtforhomegroup a..

t for guest accesst...
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- B6 chon muc Account is disabled = Apply 2 OK
" Administrator Prapertie il

General | Member Of | Profile
&,‘I Administrator
N

Full name:

Description: Built4n account for administering the
computer/domain
User must change password at next logon
[ User cannot change password -
Password never expires
[ Azcount is disabled

Account is locked out

OK || Cancel | [ Aepy 3| teb -

File Action View Help

&6 = HE

;{' Fomputer Management (Local) Mame Full Mame Description =
a [} System Tools & Administrator Built-in account for administering... [ —
4 @ Task Sc-heduler !!; Guest Built-in account for guest access t...
[ @ Event Viewer ‘&J HomeGroup... HomeGroupUsers Built-in account for homegroup a.. E

I @zl Shared Folders
4 P Local Users and Groups
1 Users
[ Groups :
[ @ Perfarmance » _I_
=4 Device Manager e
4 23 Storage —
= Disk Management
b S Services and Applications

A NhatNghe

- Log off
- Log on administrator. Cai Yahoo Messenger o
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2. Tao 2 user account

- Start = Click phai Computer = Chon Manage
- Computer Management = System Tools = Local Users and Groups = Users = Click phai Users =

chon New Users

File Action View Help
=B o= HE

& (;omputer Management {Local|| Name Full Mame Description

4 [r'!; System Toals #;| Administrator Built-in accour
» @ Task Scheduler 5
» {2 Event Viewer
> za| Shared Folders
a4 P Local Users and Groups

#, Guest Built-in accour
& HomeGroup... HomeGroupUsers Built-in accour
& Nhathghe

| User
| Grod Mew User...
. (R Perf
) rertorm View >
i Device N
4 =5 Storage Refresh
_ B DiskMa ot List..
> T Services an
Help

- O muc User name, dat tén ul. O muc Password va Confirm Password, nhap 123 - Create

[ New User (2 e |

|User name: ul

Full name:

Description:

Password: ee

Confirm password: e

|| || User must change password at next logan
[ User cannot change password

[ Password never expires
[7] Account is disabled
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- Tuong tu tao thém user u2, password: 123

File Action View Help

«= B = HE

k. Computer Management (Lc + || Nare Full Name Description
“ '[IJ& Syst;ka:t:Sd | !+=Administrator Built-in account for administering...

" g Eas t;' Fauier !+=Guest Built-in account for guest access t...

’ - S:en d ;:ev;r:r = \_&HHomeGroup... HomeGrouplsers Built-in account for homegroup a..

I gz Shared Folders & Nhatghe

4 @ Lecal Users and Groy a
[ Users ‘-:UI ul —
] Groups &u2 u2 -

b () Performance

- Log on ul - sign in Yahoo Messenger = Thanh cong.
- Log on u2 - sign in Yahoo Messenger = Thanh cong. i

» Address Book (0)

IM any of your friends in just one dick!
Just dlick + Add a Contact and enter
either their Yahoo! ID or email address...
or even a Windows Live™ Messenger ID! = -
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B. Diing Software Restriction Policies cAm user ding chwong trinh Calculator

- Start = khung Search programs and files = nhap Calculator

Programs (1)
| Calculator

Control Panel (4)

[ Restore desktop gadgets installed with Windows
& Add gadgets to the desktop

@ Get more gadgets online

@Y Uninstall a gadget

p See more results

- Kiém tra thay chuong trinh Calculator hoat dong tot

"] Calculator |lacm

Edit Help
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- Start = khung Search programs and files=> nhap gpedit.msc.

Programs (1)

| =/ gpedit

p See more results

| gpedit.msd ® |

| Shut down | » |

- Computer Configuration = Windows Settings = Security Settings = Software Restriction Poholes 9

click phai = New Software Restriction Policies.

File Action View Help

«=|2EH=

=] Local Computer Policy
4 & Computer Configuration
p ] Software Settings
a ] Windows Settings
i [~ Mame Resolution Policy
& Scripts (Startup/Shutdown)
|- =0 Deployed Printers
4 i Security Settings
[ .j Account Policies
[ .j Local Policies
&[] Windows Firewall with Advanced Security
[ 7] Metwork List Manager Policies

é i! Mo Software Restriction Policies Defined

Software restriction policies are not defined in this Group Policy
object. If you define software restriction policies in this Group
Policy object, they will override inherited policy settings from
other Group Policy objects,

To define software restriction policies, in the Action menu, click
New Software Restriction Policies,

Mote: After initially creating software restriction policies, a
reboot is required before they will be enforced.

b [ Public Key Pelicies
|| Software Restriction Policies | " i

& [l Application Control Pol Mew Software Restriction Policies 'J: >

[ g IP Security Policies on | —

b [ Advanced Audit Policy T = b

4 wlli Policy-based Qos View b
| Administrative Templates
4 4%, User Configuration Help

&[] Software Settings
& [ Windows Settings
» [ Administrative Templates

.| Creates software restriction policies for this Group Policy object.
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- Click phai Additional Rules = New Hash Rule.

File Action

View Help

e B olc=HE

5[ Local Computer Policy Mame Type
4 & Computer Configuration ) %HKEY_LOCAL_MACHINE\SOFTWARE ...  Path
» [ Software Settings 2| %HKEV_LOCAL_MACHINE\SOFTWARE... Path
4 || Windows Settings
> || Name Resolution Policy
=] Scripts (Startup/Shutdown)
> == Deployed Printers
4 fg Security Settings
: 4 Account Policies
>[4 Lecal Pelicies
[ Windows Firewall with Advanced Security
| Metwork List Manager Policies
= || Public Key Policies
4 || Software Restriction Policies
| Security Levels
| Additi -
- — Mew Certificate Rule...
» || Applicatig
: g IP Security Mew Hash Rule...
» | Advanced Mew Metwork Zone Rule...
>l Policy-based New Path Rule...
» [ Administrative Te
a % User Configuration All Tasks 4
> || Software Settings .
= vap . View »
> | Windows Setting
» | Administrative Te Refresh
Export List...
Help
- Browse.
L % ]

Mew Hash Rule

General

&

File: information:

Security level:

Description:

lse rules to ovemide the default securty level.

Click Browse to select the file you wart to hash. The file's
attributes, such as its size and the date and time it was created,
are automatically populated.

Browse...

Disallowed -

Leam more about software restriction policies

0K || Cancel Apply

Security Level Description
Unrestricted

Unrestricted
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- Theo dén duong dan C:\Windows\System32 - Khung File name, nhép calc.exe = Open

r -_—— 2 B
=[ Open M
5 = - = =

.« Windows » e » - Search System32
OO 1 = Wintows » syt 6 ][ e Syt 2
Organize = MNew folder == = [ lgl
-
B Desktop b Name Date modified Type .
& Downloads - _ o : L4
3= p Pl . 0409 7/14/2009 11:56 AM  File folde
=il Recent Places
o . AdvancedInstallers 7/14/2009 9:37 AM File folde
— . ar-54 7/14/2009 9:37 AM  File folde
.,1.|__(1|Dranes | bg-BG 7/14/2009 3:37 AM  File folde
| 25| Documents
s Fih . Boot 7/14/2009 11:56 AM  File folde
@' Music
= i L catroot 7/14/2009 11:55 AM  File folde
|&=| Pictures =
é i | catroot? 10/20/2009 1:45 AM  File folde
i | Codelntegrity 10/25/2000 423 AM  File folde

, com 7/14/2009 11:56 AM  File folde
#& Homegroup . poroe A& ’

. config 10/20/2009 1:50 AM  File folde
= C ) es-CZ 7/14/2009 9:37 AM  File folde
i t
il ki | da-DK 7/14/20099:37 AM  File folde

&, Local Disk (C)
. de-DE 7/14/2009 3:37 AM  File folde
01 ¥ y ooy FAANNAATEE ARA Dol fmide

“ﬂ MNetwork || T | '

File name: calc.exe - | Al Files ) ~|

L Open | I Cancel l

- Bao dam chon Disallowed & muc Security Level 2> OK
r Sl

New Hash Rule

General

Use rules to ovemide the default security level.

Click Browse to select the file you want to hash. The files
attributes, such as its size and the date and time it was created,

&

are automatically populated.

File information:

CALC EXE (6.1.7600.16385)

CALC

Windows Calculator

Microsoft® Windows® Operating System

1

Security level:

Disallowed
Description:
Leam more about software restriction policies
oK || Cancel || Appy |
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- Két qua
| Local Group Policy Edita
File Action View Help
Lol A0S s W= ANERENN ? No-
=/ Local Computer Po!icy . Marme = Type Security Level
Computer Configuration 2] %HKEY_LOCAL_MACHINE\SOFTWARE\... Path Unrestricted
b [ Software Settings L] %HKEY_LOCAL_MACHINE\SOFTWARE\... Path Unrestricted
4 [ Windows Settings Hash Disallowed

> [ Mame Resolution Policy

A% CALC.EXE (5.1.7600.16385) CALC Windo...

=] Scripts (Startup/Shutdown) o
|» = Deployed Printers .
4 i Security Settings
i+ 4 Account Policies
i+ [ Local Policies
[+ [ ] Windows Firewall with Advanced Security
[ 1 Metwark List Manager Policies
i+ [ Public Key Policies
4 || Software Restriction Policies
|1 Security Levels
| Additional Rules
i | Application Control Policies
[» g IP Security Policies on Local Computer wr
i ] Advanced Audit Policy Configuration '_
&> ullj Policy-based QoS T
[ Administrative Templates -
4 ¥, User Configuration |
i | Software Settings
[ [ Windows Settings
i | Administrative Templates

- Khoi dong lai may = Log on user Nhat Nghe
- Start = khung Search programs and files = nhdp Calculator - Chuong trinh Calculator khong hoat

dong duoc

C:\Wirudaws\l;ystem?rﬂ;alcﬂe. - i

: | This program is blocked by group pelicy. For more information, contact your system
administrator,
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C. Ding Application Locker cim user ding Yahoo Messenger

1. Kich hoat dich vu Application Identity

- Log on administrator
- Start 2 khung Search

Programs (1)

Pro

rams and files = nhap Services.msc

L services

p See more results

| SEIVICES.MSC

- Nhép kép service Application Identity
- Chon kiéu khoi dong: Automatic = Apply = chon Start > OK

-
Application Identity Properties (Local Computer) M

General |LogOn|Hecova}r|Dependencnes|

Service name: ApplDSve

Display name: Application Identity

Determines and verfies the identity of an application. -

Description:
Escription Disabling this service will prevert AppLocker from

Path to emecutable:
CiWindows system32'svchost exe 4 LocalService AndNo Impersonation

Startup type: [Momauc -

Help me corfigure service startup options.

Service status:  Stopped

[ Start ] | Stop | | Pause | | Resume

You can specify the start parameters that apply when you start the service
from here.

Start parameters:

[ ok J[ cancel [ aepy
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-Két qua

File Action View Help

2B 008> 80
Application Identity Name . Status Startup Type
Siop the semice £ ActiveX Installer (AdnstSV) Manual =
- ‘. Adaptive Brightness Manual f—
Hestart the service -%Application Experience Started Manual =
Application Identity Started Automatic o
Description: - ) ) £ Application Information Started Manual T
Determme_s 3’7" l.ren.ﬁes i.:he |d§nt|ty Z Application Layer Gateway Service Manual
of an application. Disabling this PP ¥ Y
service will prevent ApplLocker from -ﬂ_-:gﬁ.pplication Management Manual e
being enforced. ‘. Background Intelligent Transfer Service Started Automatic (0.7
ﬂ.«;, Base Filtering Engine Started Automatic ==
2 BitLocker Drive Encryption Service Manual (S
-ﬂ--:_éE‘-Iock Level Backup Engine Service Manual __
7 Bluetooth Support Service Manual
<t P | Edtended A Standard /
[

2. Céu hinh ApplicationLocker

- Start = khung Search programs and files > Nhap GPEdit.msc | (- ; )

Programs (1)
| =/ gpedit

;D' See more results

edit.msc Shut down |
[op | =
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- Computer configuration = Windows settings = Security settings = Application control policies =
AppLocker = Click phai Executable rules = Create new rule.

[~ Local Group Policy Edi

File Action View Help
ke A S

'=[ Local Computer Policy Action

User Name
4 A Computer Cenfiguration

| Software Settings There are no items to show ir
a4 [ | Windows Settings
| Name Resolution Policy
=) Scripts (Startup/Shutdown)
> M= Deployed Printers
4 i;l Security Settings
>[4 Account Policies
4 Local Policies
> [ Windows Firewall with Advanced Security
| Metwork List Manager Policies
» [ Public Key Policies
» || Software Restriction Policies
4 [ | Application Control Policies

4 @ Applocker
» [T Executable Rule

. Windows Install Create Mew Rule...
> ._.r Script Rules Automatically Generate Rules...

> g IP Security Policies on

~ Create Default Rules
» |1 Advanced Audit Policy

» wlll Policy-based QoS View 3
» | Administrative Templates )
a % User Configuration Bxport List...
_| Software Settings Help

» | Windows Settings
| Administrative Templates

- Next

r B
Create Executable Rules @

Before You Begin

Before You Begin
Permissions Thiswizard helps you create an AppLUcher ru.IE. A ru.le is based on file attributes, such as the
file path or the software publisher contained in the file's digital signature,
Conditions
Publisher Before continuing, confirm that the following steps are complete:
Exceptions

= Install the applications you want to create the rules for on this computer.
Mame = Back up your existing rules.
= Review the Applocker decumentation.

To continue, click Mext.

[T] skip this page by default

=
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- Chon Action Deny > click Select
i Create Executable Rules I&‘

Permissions

Before You Begin

Select the action to use and the user or group that this rule should apply to. An

allow action permits affected files to run, while a deny action prevents affected
L. files from running.
Conditions
Publisher
Exceptions i
Action:
MName B
) Allow
@ Deny

User or group:

Everyone Select...

Mare about rule permissions

=

Cancel

- Nhap u2 - Check names > OK

-

Select User or Group

? [ |

Select this object type:

User ar Group Object Types...

From this location:

Enter the object name to select (examplas):

PC1T'wZ Check Names

%) [
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- Next

-
Create Executable Rules

Permissions

Before You Begin

Conditions
Publisher
Exceptions

Mame

Select the action to use and the user or group that this rule should apply to. An
allow action permits affected files to run, while a deny action prevents affected
files from running.

Action:
) Allow

@ Deny

User or group:

PC11hu2

More abeut rule permissions

= Previous Cancel

- Bao dam diu chon & muc Publisher > Next

-
Create Executable Rules

Conditions

Before You Begin

Permissions

Conditions
Publisher
Exceptions

Mame

Select the type of primary condition that you would like to create,

@ Publisher

Select this optien if the application you want to create the rule for is signed by the
software publisher.

~) Path

Create a rule for a specific file or folder path. If you select a folder, all files in the
folder will be affected by the rule.

*) File hash

Select this option if you want te create a rule for an application that is not signed.

Maore abeut rule conditions

< Previous Cancel

Mext >
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- Browse theo dudng dan: “C:\Program Files\Yahoo!\Messenger” - chon tip tin YahooMessenger >

Open > Next

Create Executable Rules

Publisher

Before You Begin
Permissions
Conditions
Exceptions

MName

File name:
= File version: 9.0.00 And above
[ Use custom values
Rule scope:
Applies to only the specified version of this file,
More about publisher rules
< Previous ” Mext = ][ Create ” Cancel

Browse for a signed file to use as a reference for the rule. Use the slider to select which properties
define the rule: as you move down, the rule becomes more specific. When the slider is in the any
publisher position, the rule is applied to all signed files.

Reference file:

C:\Program Files\Yahoo!\Messenger\YahooMessenger.ex Browse...

Any publisher

Publisher: O=YAHOOQ!INC., L=SANTA CLARA, 5=CA, C=US

Product name: YAHOO! MESSENGER

- Next

-
Create Executable Rules

Exceptions

Before You Begin

Permissions

Conditions
Publisher

Mame

Primary condition:
", in YAHOO! MESSENGER, from O=YAHOO! INC., L=5ANTA CLARA, 5=CA, C=US

Add exception:
[Publisher -

Exceptions:

Exception Type

m

More about creating rule exceptions

<Previous” Mext > H Create ” Cancel
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- Create

-
Create Executable Rules

Name and Description

Before You Begin

Enter a name to identify this rule.

Permissions
Conditions
Publisher Name:
Exceptions ", in YAHOO! MESSENGER, from O=YAHOO!INC,, L=SANTA CLARA, 5=CA, C=US

Description: (Optional)

= Previous Create Cancel

- Hop thoai AppLocker = Yes

F ~
Applocker

The default rules are currently not in the rule list for this rule collection.
% When creating rules, it is recornmended that you also create the default
rules to ensure that important system files will be allowed to run.

Do you want to create the default rules now?
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- Két qua

File Action View Help

e nE = B @

5] Local Computer Policy || Action User MName Condition  Exceptions
o F?mp“te’c°”fi9“’ati°” ®Deny P2 " in YAHOO! MESSENGER, from O=YA... Publisher
» [ Software Settings @ Mlow  Everyone (Default Rule) Al files located in the Pro... Path
“ 4} E":::Zi::}ﬁ;m balicy @Alow  Everyone (Default Rule) All files located in the Wi..  Path
@ Mlow  BULTINVAD...  (Default Rule) All files Path

=) Scripts (Startup/Shutdown)
= Deployed Printers
i Security Settings

> |4, Account Policies

[

m

> 4 Local Policies
> [ Windows Firewall with Advanced Security
1 Metwork List Manager Policies
> || Public Key Policies
> || Software Restriction Policies
4 [ Application Control Policies
4 @ Applocker
> 7 Executable Rules
> Windows Installer Rules
- ILEJ Script Rules
> lg IP Security Policies on Local Computer
5 [ ] Advanced Audit Policy Configuration <

- Log on ul -> sign in Yahoo Messenger > Thanh cong
- Log on u2 - sign in Yahoo Messenger = That bai.

— _
CA\Program Files\Yahoo!\Messenger\YahooMessenger.exe

| This program is blocked by group pelicy. For mere information, contact your system
" administrator,
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