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LAB 2.2. WINDOWS 7 FIREWALL
I, GIOI THIEU
Bai lab ding 01 may Windows 7 thuc hién cau hinh mét sb tinh niang cia Windows 7 Firewall
Cac budc thuc hién:
A. Khao sat Windows Firewall Basic Interface

B. Dung Windows Firewall Advanced Security Snap-in cim truy cip internet
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II. THU'C HIEN

A. Windows Firewall Basic Interface

- Start = Control Panel = System and Security = Windows Firewall

Control Panel Home

& System and Security
Metwork and Internet

@Uv|¢3 v Control Panel » Systern and Security »

Search Control Pa

g

v|¢’|

Action Center

Review your computer's status and resolve issues
i‘,' Change User Account Control settings
Restore your computer to an earlier time

Troubleshoot common computer problems

Hardware and 5ound

Programs

Windows Firewall

Check firewall status | JAllow a program through Windows Firewall

User Accounts and Family
Safety

Appearance and
Personalization

Clock, Language, and Region

Ease of Access

System
View amount of RAM and processor speed
Hy Allow remote access | See the name of this computer

Check the Windows Experience Index
) Device Manager

& Windows Update

Turn automatic updating on oroff | Check for updates | View installed updates

Power Options
Change battery settings | Require a password when the computer wakes
Change what the power buttons do | Change when the computer sleeps

s Backup and Restore

Back up your computer | Restore files from backup

BitLocker Drive Encryption

Protect your computer by encrypting data on your disk | Manage BitLocker

Administrative Tools
Free up disk space | Defragment your hard drive

'&‘Create and format hard disk partitions | B View event logs rf‘,' Schedule tasks

- Turn Windows Firewall on or off

i

) R
@@ﬂﬂ » Control Panel

» Systern and Security » Windows Firewall

L
i

|4 ]

Control Panel Home

Allow a program or feature
through Windows Firewall

'{‘;' Change notification settings

H Turn Windows Firewall on or
off

r&' Restore defaults

r{’;' Advanced settings
Troubleshoot my network

See also
Action Center
Metwork and Sharing Center

Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through the Internet or a network.

How does a firewall help protect my computer?

What are network locations?

l '@ Home or work (private) networks Connected A

Metworks at home or work where you know and trust the people and devices on the network

Windows Firewall state: On

Incoming connections: Block all connections to programs that are not on

the list of allowed programs

Active home or work (private) networks: }fi\; Network

Motification state: Motify me when Windows Firewall blocks a new

program

Not Connected \_’

l '.@ Public networks
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- OK

-y —— — - S— —
@uv|0 < Windows Firewall » Customize Settings
— - - S — T 3 S

Customize settings for each type of network
You can modify the firewall settings for each type of network location that you use.
What are network locations?
Home or work (private) netwerk location settings
._f@l @ Turn on Windows Firewall
- || Block all incoming connections, including those in the list of allowed programs

[¥] Netify me when Windows Firewall blocks a new program

'@] (=) Turn off Windows Firewall (not recommended)

Public network location settings
:_QI @ Turn on Windows Firewall

|| Block all incoming connections, including those in the list of allowed programs

[¥] MNetify me when Windows Firewall blocks a new program

"3] (70 Turn off Windows Firewall (not recommended)

Ok l | Cancel

B. Windows Firewall Advanced Security Snap-in

- Start = Control Panel - System and Security = Windows Firewall

@vﬂ% » Control Panel » Systemn and Security »

Control Panel Home

iy Action Center
Review your computer's status and resolve issues

» System and Securi i)
> " ' Change User Account Control settings | Troubleshoot common computer problems

MNetwork and Internet Restore your computer to an earlier time

s e St ﬁ Windows Firewall

Programs Check firewall status | JAllow a program through Windows Firewall
User Accounts and Family

Safety !‘ System

P View amount of RAM and processor speed Check the Windows Experience Index

Appearance and o 5 4
'\ﬂ_j' Allow remote access See the name of this computer '&'Dev‘lcel‘-ﬂanager

Personalization
Clock, Language, and Region 7% Windows Update
Ease of Access wal Tum automatic updating on or off | Check for updates View installed updates

Power Options
Change battery settings Require a password when the computer wakes
Change what the power buttonsdo | Change when the computer sleeps

s Backup and Restore
Back up your computer | Restore files from backup

BitLocker Drive Encryption
Protect your computer by encrypting data on your disk | Manage BitLocker

Administrative Tools
Free up disk space | Defragment your hard driv
#y Create and format hard disk partitions | ® View eventlogs | ® Schedule tasks

e
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- Advanced Settings
i =
@\:jv|ﬁ » Cor;trol Pa'nel » System and Securii.:y 3 Wind.ows Firewall - |¢’| Search Control Panel L |

Control Panel Home @
Help protect your computer with Windows Firewall

Allow a program or feature

’ ! Windows Firewall can help prevent hackers or malicious software from gaining access to your computer
through Windows Firewall

through the Internet or a network.
[ Change netification settings How does a firewall help protect my computer?

'@' Turn Windows Firewall on or What are network locations?

off
'ﬂ;' Restore defaults

Advanced setfings

Troubleshoot my network

. @ Home or work (private) networks Connected (&)

Metworks at home or work where you know and trust the people and devices on the network

Windows Firewall state:

Incoming connections:

Active home or work (private) networks:

MNetification state:

On

Block all connections to programs that are not on
the list of allowed programs
}'Pi\i Network

Motify me when Windows Firewall blocks a new

See also
Action Center
Metwork and Sharing Center

I '.@.' Public networks

program

Not Connected \_’

- Click phai Outbound Rules = New Rule

¥ Windows Firewall with Advanced Security

File Action View Help
«s| 2@ =]
B3 Inbound Rules ,7»7
Outbound Rul MName ! Group Profile Enabled Action Program Local Address Remnot
:’.l‘ Conneition 54 New Rule... EContent Retrieval (HTTP-O... BranchCache - Content Retr... All Mo Allow SYSTEM Any Any
» B Monitoring Filter by Profile ; !Hosted Cache Client (HTT... BranchCache - Hosted Cach... All Mo Allow SYSTEM Any Any
Hosted Cache Server(HTTP... BranchCache - Hosted Cach... All No Allow SYSTEM Any Any
Bt by Stats 2 !PeerDisccwer)r (WsD-COut) BranchCache - Peer Discove..  All Mo Allow Yesystem..  Any Local =
Filter by Group ¥ Network Projector (TCP-Out) Connect to a Network Proje..  Private.. Mo Allow S6System...  Any Local =
View v | etwork Projector (TCP-Out) Connect to a Network Proje..  Domain Mo Allow ZeSystem...  Any Any
Ii\letwork Projector (WSD Ev... Connectto a Metwork Proje.. Domain  No Allow System Any Any
Refresh Eetwork Projector (WSD Ev... Connectto a Network Proje..  Private.. Mo Allow Systemn Any Local =
Export List... Metwork Projector (WSD Ev... Connectto a Network Proje..  Domain Mo Allow Systemn Any Any
INetwork Projector (WSD Ev... Connectto a Metwork Proje..  Private.. Mo Allow System Any Local =
Help Network Projector (WSD-0... Connect to a Network Proje...  All Mo Allow %6System...  Any Local =
-.Q' Core Networking - DNS (UDP-Out) Core Networking All Yes Allow eSystem... Any Any
"@.‘Care Metworking - Dynamic Host Config... Cere Networking All Yes Allow YeSystem...  Any Any
'@'Core MNetworking - Dynamic Host Config... Core Networking All Yes Allow FeSystem...  Any Any
"@-Core MNetworking - Group Policy (LSASS-...  Core Metworking Domain  Yes Allow SeSystem...  Any Any
"@-Cure MNetworking - Group Policy (MP-Out)  Core Metworking Domain  Yes Allow System Any Any
'Q‘Core Metworking - Group Policy (TCP-0...  Core Networking Domain  Yes Allow %System...  Any Any
'Q‘Core Metworking - Internet Group Mana... Core Networking All Yes Allow System Any Any
@ Core Netwo rking - IPHTTPS (TCP-Out) Core Networking All Yes Allow %6System...  Any Any
-.@' Core Networking - IPv6 (IPvG-Out) Core Metworking All Yes Allow Systemn Any Any
"@.‘ Core Networking - Multicast Listener Do...  Core Networking All Yes Allow Any Any Local =
i@' Core Networking - Multicast Listener Qu... Core Networking All Yes Allow Any Any Local £
'@'Core Metworking - Multicast Listener Rep... Core Networking All Yes Allow Any Any Local =
i~ A v [P i n ~ ae e an e i - - ' '
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- Chon Custom > Next
ﬁ\' Mew Outbound Rule Wizard @I
Rule Type
Select the type of firewall rule to create.
Steps:
@ Rule Type What type of nule would you like to create ?
& Program
» Protocol and Ports ) Program
& Rule that controls connections for a program.
» Scope
& Action _) Port
o Frofils Rule that controls connections fora TCP or UDP port.
@ Name ) Predefined:
BranchCache - Content Retrieval {Uses HTTF)
Rule that controls connections for a Windows experience.
Custom rule.
Leam more about nile types
Back || Net> ][ Cancsl

- Chon This program path - Browse = Theo dudng dan: C:\Program Files\Internet Explorer >
chon tap tin iexplore.exe > OK - Next

ﬁ\' Mew Outbound Rule Wizard @I

Program

Specify the full program path and executable name of the program that this rule matches.

Steps:

» Rule Type Does this rule apply to all programs or a specific program?

» Program

# Protocol and Ports ~) All programs

& S Rule applies to all connections on the computer that match other nule properties.

& Action

» Profile

Browse...
@ MName ————————

Example: c:\path“program exe
%ProgramFiles % ntemet Exploreriexplore.exe

Services | Customize...

Specify which services this nule applies to.

Leam more about specifying programs

<Back || MNet> |[ Cancel
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- Khai bao cac thong so theo hinh minh hoa = Next
ﬁ Mew Outbound Rule Wizard
Protocol and Ports
Specify the protocols and ports to which this rule applies.
Steps:
» Rule Type To which ports and protocols does this rule apply?
& Program
» Protocol and Ports Protocel type: lTCF‘ ']
» Scope Protocol number: 6
& Action
& Profile Local port: lNI Ports kel |
» MName
Example: 80, 443, 5000-5010
Remote port: |Specific Parts ']
&gl
Example: 80, 443, 5000-5010
Intemet Control Message Protocol
(ICMP) settings:
Leam more about protocol and ports
<Back || Net> || Cancel

- Phan Which local IP address... > chon These IP address > Add

9 Mew Qutbound Rule Wizard

Scope

Specify the local and remote IF addresses to which this rule applies.

Steps:

» Rule Type
9 Program Which local IP addresses does this rule apply to?
() Any IP address

@ These P addresses:

& Protocol and Ports

s Scope

# Action

& Profile

» Mame

Customize the interface types to which this rule applies:

Customize... |

Which remote IP addresses does this rule apply to?
@ Any P address

") These IP addresses:

Leam more about specifying scope

cBack || Ned> || Cancel
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- Nhap IP Address 2 OK

- Next

IP Address

Specify the |P addresses to match:

@ This IP address or subnet:

192.168.1.2

Examples: 192.168.0.12
192.168.1.0/24
2002:9d3b:1a31:4:208: 74f fe39:6c43
2002:5d3b:1a31:4:208: 74ff fe39:0/112
) This |IP address range:
From:

To:

Leam more about specifying IP addresses

POk Y| Cancel
g New Outbound Rule Wizard (=53]
Scope
Specify the local and remote |P addresses to which this rule applies.
Steps:
»  Fule Type
» Program Which local IP addresses does this nule apply to?
# Protocol and Ports () Any IP address
» Scope @ These IP addresses:
9 Action 192.168.1.2 Add..
& Profile :
) Name

Customize the interface types to which this rule applies:
Which remote IP addresses does this rule apply to?
@ Any IP address

) These IP addresses:

Customize ... |

Leam mare about specifying scope

< Back ] £

Next > H

Cancel
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- Chon Block the connection = Next
ﬁ Mew Outbound Rule Wizard
Action
Specify the action to be taken when a connection matches the conditions specified in the rule.
Steps:
Rule Type What action should be taken when a connection matches the specified conditions?
Program :
o | Allow the connection
Eruticeliahd Dot This includes connections that are protected with [Psec as well as those are not.
Scope
: . Allow the connection if it is secure
At Thig includes only connections that have been authenticated by using IPsec. Connections
Profile will be secured using the settings in IPsec properties and rules in the Connection Security
Fule node.
) Mame
@ Block the connection
Leam more about actions
< Back ] P MNet> | I Cancel
- Next
ﬁ Mew Qutbound Rule Wizard
Profile

Specify the profiles for which this rule applies.

Steps:

Fule Type When does this rule apply?

Program

Protocol and Ports [¥] Domain

Scope Applies when a computer is connected to its corporate domain.

Artion [¥] Private

Profile Applies when a computer is connected to a private network location.
) Name [¥] Public

Applies when a computer is connected to a public network location.

Leam more about profiles

< Back H Next = ] I Cancel
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- Pat tén: Block Website = Finish
g New Outbound Rule Wizard |
Name
Specify the name and description of this rule.
Steps:
& FRule Type
@ Progam
» Protocol and Ports
» Scope MName:
) Block Website
@ Action
& Profile Description {optiona_ll}:
@ Mame
<Back | Fmsh  § [ Cancal
- Kiém tra: M¢& Internet Explorer truy cap trang web bat ky
(& Internet Explorer cannot display the webpage - Windows Internet Explorer EI =] @
@ v - | U http://nhatnghe.com/forum - | 3 | X | |:’ Live Search P -
x Yr - @~ |Web Search [& Bookmarks » [77 Settings * | ) Messenger~ B Mail = »
5.¢ Favorites I_J, Internet Explorer cannot display the webpage ,"ﬁ?‘; ot * [ I!"l ~ Page~ Safety~ Tools~ ﬁ' ®
“ Internet Explorer cannot display the webpage
What you can try:
Diagnose Connection Problems
@ More information
Done @' Internet | Protected Mode: Off ; » | H®I10% -
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