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Hé théng phat hién xam nhap (IDSs) cung cAp thém cho viéc bao vé an toan théng tin mang mét mirc do
cao hon. N6 dwoc danh gia gia tri khdng gibng nhu firewall va VPN la ngan ngira cac cudc tAn cong ma
IDSs cung cAp s bao vé béng cach trang bi cho ban théng tin vé cudc tan cong. B&i vay, 1 IDS c6 thé thoa
man nhu ciu vé an toan hé théng clia ban bang cach canh bo cho ban vé kha nang cac cudc tn cong (va
thinh thoang thi ngoai nhitng thédng bao chinh xac thi ching ciing dwa ra mét sd canh bdo chwa ding.

Nhin chung, IDSs khéng tw déng cAm cac cudc tan cong hodc la ngan chan nhirng ké khai thac 1 cach
thanh céng, tuy nhién, mét sy phat tridn méi nhét cha IDS dé 1a hé thong ngan chan xam nhap (the
intrusion prevention systems) da c6 dé& thwc hién nhidu vai trd hon va cé thé ngédn chan cac cudc tn cong
khi no xay ra.

Dinh nghia 1 IDS khé hon la ching ta twéng. Dau tién, IDS dwoc nhin nhan nhw 1a mét cai chudng bao
tréom ma c6 thé théng bao cho ban biét khi nao thi ban bj tan cong. Tuy nhién, nhirng hé thdng IDS hién dai
thi phtre tap hon nhidu va it nguoi co th& ddng y rdng né cé mirc dd gibng nhw mét cai chudng bao trom
truyén thong dang tin cay. Néu sw gidng nhau la cung dwoc st dung, thi mét hé théng IDS tréng gibng nhuw
nhirng chiéc camera chéng trdm hon la 1 cai chudng, nhitng ngudi ¢ trach nhiém co thé quan sat ching
va dap tra cho nhirng de doa xam nhap.

Thuc té thi dwong nhu IDS chi néi cho chung ta biét rang mang dang bi nguy hiém. Va diéu quan trong dé
nhan ra dé la mét vai cudc tAn cong vao mang da thanh cong néu hé thdng khéng cé IDS. Va nhw ching ta
da thay, mot mang c6 thé tré thanh thién dwdng cho cac hacker trong hang ndm ma chi nhan ctia né van
khoéng hé hay biét.

Gia trj chinh ctia 1 hé thong phat hién xam nhap theo quan diém cla ching t6i dé la no biét dwoc chuyén gi
sé xay ra. Phai, 1 hé théng IDS c6 thé gitp chung ta ngan nglra cac sy kién khi né chwa xay ra, cung cap
cac gidi phap cho mang va host, va tham chi ciing cé th& hoat ddng nhw mét cai chudng bao dong (voi
nhirng gi6i han twong ng). Tuy nhién, chirc nang chinh cla né 1a théng bao cho ban biét vé cac sy kién ¢
lién quan dén an ninh hé théng dang sip slra xay ra bén trong mang va hé théng ma ban kiém soat.

Trong chwong nay sé cho chiing ta cai nhin tbng quan vé IDS bao gobm ca nhitng diém manh va diém yéu
ctia chung. Chung ta sé& dé cap dén ca network IDS (nhieu khi dwgc de cap dén nhw 1 sniffer) va ca host
IDS (phan tich log, kiém tra tich hop va nhiéu thi khac)

Su khac nhau chi yéu gitra network IDS va host IDS d6 la di liéu ma né tim kiém. NIDS nhin vao toan
canh cac chuyén dich trén mang, trong khi host IDS thi quan sat cac host, hé diéu hanh va cac tng dung.
Trong thuc té, n6 dwoc chia cat ra nhiéu linh virc khac nhau, chéng han nhw host IDS ngan chan cac truy
cap co6 hai cho mang, con NIDS thi c6 gng doan xem cai gi xay ra bén trong host.Cé mét vai gi¢i han
khéng ré nét 1&m nhw cong nghé dé phat trién tiép theo.

Vay nhirng thuén tién cla Host-base IDS la gi? Sy khac nhau co ban gitra ching dé la trong khi NIDS phat
hién ra cac cudc tdn cong tiém nang (nhitng thir sé& dwoc chuyén téi dich) thi host IDS lai phat hién ra
nhitng cudc tAn cong ma da thanh cong, cé két qua. B&i vay cé thé ndi ring NIDS mang tinh tién phong
hon. Tuy nhién, 1 host IDS sé& hiéu qua hon déi véi trong cac méi trwérng 6 téc dd chuyén dich 1én, ma hoa
va cé chuyén mach - day la nhitng méi treérng ma NIDS rét khé hoat dong. HIDS dwoc thtr thach béi rat
nhidu nhivrng hanh déng c6 mirc d6 phoi bay cao cla ké tn cong va da thwc sy nang tdm xi ly cia ching.

Mat khac thi NIDS lai 13 1 phan rét tuyét cho méi tru’ong tong hop nhu toan bo mang. Vi thé, NIDS c6 thé
tao nén mét sy quan sat cé y nghia dén cac phan cla vu tAn cong cé lién quan dén nhiéu host. N6 dwoc
thir thach trong maéi trwdng mang cé chuy&n mach téc d6 cao, méi trwérng ma hoa va cac giao thirc trng
dung hién dai phc tap, bdi vay nén cac két qud bdo sai ciing hdt c6 khd nidng xdy ra.

B&i vay, chung t6i khuyén cac ban nén lwa chon céng nghé IDS va béi vay cung cap cho chung ta lwa chon
bb sung ching vao mang cta ban nhw phan tich Bayesian. Chung t6i cling quan tdm dén viéc nhivng thay
ddi twong lai trong cdng nghé IDS c6 thé mang lai. Cubi cung chuing toi s& miéu td mot cach day du viéc bd
sung méa ngudn trén Linux.



19.1 Vi du vé IDS

Phan nay sé& miéu ta mot vai hé théng IDS bao gom giam sat logfile, quét cac dau hiéu va phat hién cac dau
hiéu bat thuwdng.

19.1.1 Host IDSs

Host-based network IDSs c6 thé duoc phan chia long Iéo thanh cac kiém soét log, kiém tra d6 tich hop va
cac module nhan cia hé théng. Nhitng phan sao sé miéu ta tirng phan ctia ching vé&i cac vi du cu thé.

19.1.1.1 Giam sat Lodfile :

Mét IDS don gian nhét la thiét bi giam sat logfile (logfile monitors), thiét bi nay s& cb gang phat hién nhirng
s xam nhap bang cach phan tich cac log s kién cta hé thdng. Vi du nhw, mot thiét bj giam sat logfile sé
tim kiém nhirng logfile ghi nhan nhirng truy cap Apache dé truy cap t¢i Apache dé tim ra déc diém cla yéu
cau /cgi-bin/ . Céng nghé nay bi gi&i han bai vi né chi tim kiém trong cac sw kién da dwoc log - 1a nhitng thv
ma ké tan cong rat d& dé thay thé. Thém vao d6, hé thdng c6 thé bé qua cac su kién hé théng cap thdp ma
chi ghi lai cac hoat ddng c&p cao.Vi du nhw, HIDS sé bd qua néu k& tAn céng chi doc néi dung file nhu file
letc/passwd chang han. Diéu nay sé xay ra néu ban khéng dét file vao ché dé bao vé cla hé théng.
Giam sat Logfile la mét vi du chinh cho cac hé théng IDS dwa trén host b&i ching thuwc hién chirc nang
gidm sat clia chung trén chi 1 may. Tuy nhién, mot hé théng giam sat host Iogflle hoan toan co thé giam sat
trén nhiéu host, tham chi trén 1 loggging server tich hop. Sw phat trién cla nén tang host dwa lai mot sb
thuan tién cho viéc giam sat v&i cac cong cu hé thong dwoc xay dwng, bdi vi host IDSs c6 kénh chuyén dich
tdng hop an toan téi 1 server trung tam, khéng gidng nhw nhitng syslog théng thwéng khac. N6 ciing cho
phép tich hop nhitng logs ma khong binh thudng dé tich hop trong 1 may don (chang han nhu log sw kién
clia Windows.

Mat khac, NIDS thuwdng quet toan mang trén mirc do géi tin, truc tiép tlr dwong truyen giéng nhw nhitng
sniffer. B&i vay NIDS c6 thé ph0| hop véi rat nhiéu host c6 di liéu chuyen qua. Giéng nhw nhi*ng gi chiing
ta thdy trong chwong nay, méi mot loai d&u cé tac dung va thuan tién clGa ching trong nhirng trwéng hop
khac nhau.

Thiét bi giam sat logfile ndi tiéng d6 1a swatch (http://www.oit.ucsb.edu/~eta/swatch/), 1a néi tit ctia "Simple
Watcher." Trong khi hdu hét cac phdn mém phan tich log chi quét log theo dinh ky, thi swatch quét tat ca
cac dau vao log va tao bdo cao canh bao theo thdi gian thue. Nhitng cong cu khac nhw logwatch (dwoc tich
hop cung véi Red Hat Linux thi rat tbt cho cac thao tac ngoai. Tuy nhién, mac du swatch di ciing v&i nhiéu
bwéc cé lién quan thi né van doi héi nhidu tinh ndng déng va cau hinh khac véi nhivng céng cu khac.

Sau day chung ta s& miéu ta viéc cai dat swatch. Cong cu nay kha la &n dinh, do d6 ma dudng nhw khéng
thay ddi nhiéu trong twong lai. Trwéc khi cai dat swatch, ban can download va cai dat Perl modules can thiét
cho né. Bé cai dat nhivng module nay, diu tién hay download phién ban méi nhat ctia swatch va chay cac
bwéc sau:

perl Makefile.PL
make

make test

make install
make realclean

swatch s dung dién dich théng thuwong dé tim dén nhitng dong 1énh thich hop. M6t khi ma né tim dung
phan can thiét, né lién hanh déng, chdng han nhw biéu dién ra man hinh, email 1 canh béo hoac la 1am theo
hanh dong da dwoc nguwdi st dung dinh ra tlr trwde.


http://www.oit.ucsb.edu/%7Eeta/swatch/

Tiép sau la 1 vi du script chu hinh swatch don gian:
watchfor /[dD]enied|/DEN.*ED/

echo bold

bell 3

mail

exec "letc/call_pager 5551234 08"

Trong vi du nay, swatch tim dé&n dong c6 chira tir “denied”, co thé 1a “Denied” hodc bat clv tlr ndo cé bat dau
béng “den” va két thirc véi “ed”. Khi ma tim thdy, né bdi den dong tim thdy va chuyén t&i thiét bi dau cudi
ddng thei rung chudng 3 1an. Sau do, swatch gt mail téi ngudi st dung swatch (Ia ngwdi cé quyén truy cap
toi cac logfile dwoc giam sat — thong thwdng dwoc gidi han cho root) véi 1 cdnh bao va thwe thi chwong
trinh /etc/call_pager v&i cac Iwa chon da dwoc dwa ra .

Giam sat logfile co thé dwoc coi nhw 1 hé théng phat hién xam nhap theo mét cach dac biét. Logs cling
chtra rat nhiéu théng tin khéng trye tiép l1én quan dén su xam nhap (chi 14 nhirng théng tin ma NIDS nghe
tréom dwoc trén dwong truyén). Logs co thé dwoc coi nhw mét cai bé Ién chira thong tin, mét sé théng tin
binh thuéng (nhw thong tin vé két ndi clia ngwdi chiu trach nhiém, théng tin cAu hinh lai daemon...) va
nhirng thdng tin dang ng® chang han nhw théng tin vé déng nhap tir 1 IP dong, truy cap root mét cach ky
la... va rat nhidu nhitng théng tin (malicious) chdng han nhw RPC buffer overflow dwoc ghi nhan ti
rpc.statd. Xem xét va chon loc toan bo nhirng théng tin d6 chi d& hon 1 chudt so véi lang nghe trén mang va
tim kiém nhi*ng cudc tAn cong vao web hodc |a cac gai tin di hinh.

Néu tat ca cac rng dung déu c6 mot hé théng log an toan ma tét c& cac sw kién x&u déu dwoc ghi nhan va
doéng goi, nhivng ngum phan tich log c6 thé khong can dén 1 hé théng phat hién xam nhap. Trong thuc té,
néu mot sw kién cé thé dwoc chira trong 1 file log hoan chinh thi n6 ¢6 thé 1a 1 sw xam nhap. Tuy nhién,
trong doi thuc thi viéc tim kiém tirng phan trong logs d6i khi ciing gia tri nhw viéc tim kiém tirng phan trén
duwéng dan.

Thuc té thi viéc di kém phan tich log hé théng v&i NIDS log la mot d&t diém rat co ich dbi véi ngudi phan
tich log. Nguoi phan tich sé& nhin thay dwoc nhiéu hon 1a chi nhin trén dwéng dan va tao ra cac chirc nang
cla meta IDS. Vi du nhw, gidi phap quan ly nhw netForensics cho phép phan tich log qua céc thiét bi, binh
thwerng hoa va lien két ching (bang cac phan dwa trén rule) sau d6 phan tich cac sw kién da dwoc téng
hop.

19.1.1.2 Giam sat tinh toan ven :

Mét cdng cu giam sat tinh toan ven sé nhin vao cac cAu tric chl yéu clia hé théng dé tim sw thay dbi. Vi du
nhw, 1 gidm sat toan ven d6 sé siv dung 1file hé théng hodic mét khoa registry nhw "bait" d& ghi lai cac thay
ddi bdi 1 ké xam nhap. Méc du chiing ¢é gi¢i han, giam sat toan ven c6 thé thém vao cac 16p bao vé cho 1
hé théng phat hién xam nhap.

Giam sat toan ven phd bién nhéat d6 Ia Tripwire (http://www.tripwire.com). Tripwire co s&n cho Windows va

Unix, va no chi co thé giam sét 1 sb cac thudc tinh nhuw:
. Viéc thém, x6a, stra dbi File
. Co File (i.e., hidden, read-only, archive, etc.)
. Thoi gian truy cap cudi cung
. Thoi gian ghi cudi cling
. Thoi gian thay doi
. Kich thwéc File
. Kiém tra Hash

Kha nang ctia Tripwire 1a rat 16n trén Unix va Windows b&i vi cac thudc tinh khac nhau cla cac hé théng
file. Tripwire c6 thé dwoc thay ddi d& phu hop véi cac dic diém riéng biét cia mang cla ban, va nhiéu
Tripwire agents cé thé tap trung mét cach an toan cac di liéu. Trong thuwc t&, ban cé thé siv dung Tripwire
dé giam sat bat ki 1 thay ddi nao trén hé théng ctia ban. B&i vay, né la mét cong cu rat manh trong IDS


http://www.tripwire.com/

arsenal clia ban. R4t nhiéu nhixng cong cu khac (tat ca déu la mién phi va la cac phan mém ma nguén mé)
duwoc viet dé dap (ng nhling cong viéc twong tw nhw thé. AIDE la 1 vi du . AIDE
(http://www.cs.tut.fi/~rammer/aide.html) Ia mt clone ndi tieéng cla Tripwire.

MAu chét dé str dung kiém tra toan ven hé théng cho 1 thiét bi phat hién xam nhap dé la xac dinh ranh gi¢i
an toan. Buoc thiét 1ap gibng nhw 1 base line chi c6 thé dwoc thiét 1ap trwdc khi hé thédng duwoc két ndi voi
mang. Néu khong co trang thai an toan thi cdng cu nay sé bi gi&i han rat nhiéu, b&i vi nhitng ké tan céng cé
thé da gioi thiéu nhirng thay ddi clia ho vé&i hé thdng trwdc khi cong cu kidm tra tron ven hoat dong 1an dau
tién.

Trong khi hdu nhw t&t c& moi cdng cu d&u yéu cdu moét trang thai baseline trwéc khi bj tn cdng thi mot vai
coéng cu lai dwa trén hiéu biét ctia ching vé cac mdi nguy hiém. Mét vi du doé |1a cong cu chkrootkit
(http://www.chkrootkit.org). Né tim kiém nhirng ddu hién xam nhap phd bién ma thuéng hién hién trén cac
hé théng bj tén thwong.

Kiém tra toan ven cung cp mét gia tri I6n nhat ndu ching c6 dwgc mét vai théng tin huwéng dan. Trwéc hét,
né phai dwoc phat trién trén mot hé théng hoan toan sach sé sao cho né khéng phai ghi nhan cac trang thai
d& dang hoac bi ton thwong nhuw thong thuwong. Vi du, Tripwire nén dwoc cai dat trén mot hé théng khi n6
con nguyén ban tir nha san xuét véi nhirtng (ng dung can thiét nhéat, trwédc khi né két ndi téi mang.

B&i vay, y kién vé viéc lwu trir div liéu v& trang thai tbt trén cac ban ghi dwoc dat trén cac thiét bi lwu try chi
doc nhu CDROMSs la mét y kién rat hay. Ching ta sé& ludn c6 1 ban copy day du dé& so sanh khi can phai giai
quyét van dé. Tui nhién, méc du c6 tat cd nhirng bién phap phong ngiva dé thi hacker van cé thé vwot qua
dwoc tat cd hé théng nhuw thé.

19.1.2 Network IDSs

Network IDSs c6 thé dwoc phan chia thanh 2 loai: hé théng dwa trén cac dau hiéu va hé thdng dwa trén
nhirng sw viéc bat thwong. Khong gidng nhuw hé théng dua trén dAu hiéu, hé théng sau 1a 1 sy pha lan gitra
nhirng céng nghé khac nhau va gan nhw nhau. Thém vao dé, nhitng NIDSs lai tao d6 déu nham t&i viéc
lam cau ndi cho nhirng thiéu sét bang cach s dung nhitng manh 16i dwoc st dung trong méi loai NIDSs.
Trong thwe té, tit ca nhirng hé thdng NIDSs thwong mai hién dai déu st dung loai NIDS dwa trén nhirtng sw
viéc bat thuwong dé phat trién NIDS dwa trén dau hiéu. Vi du nhw ISS RealSecure, Cisco IDS, and Enterasys
Dragon.

19.1.2.1 Signature matchers

Gidng nhw nhitng phdn mé&m quét virus truyén thdng dwa trén chi ky hex, phan Ién cac IDS déu ¢ gang
phat hién ra cac cudc tAn cong dwa trén co s& di liéu vé& diu hiéu cla tAn cong. Khi 1 hacker tim cach khai
thac 16 hdng da biét thi IDS cb géng dé& duwa 16i d6 vao co s& di¥ lieu ctia minh. Vi du nhw Snort
(http://www.Snort.org), mot IDS dwa trén dau hiéu mién phi dwoc phat tri&n trén ca Unix va Windows.

B&i vi nd 1a mot phAn mém ma ngudn mé nén Snort ¢ tiém ndng phat trién co s& dir liéu chi¥ ky nhanh
hon b4t ky mot cong cu cé sé& hivu nao khac. Cac d4u hiéu cta Snort dwoc st dung trong tat ca moi thi tiv
cac firewall thwong mai dén cac phan mém middleware nhw Hogwash. Snort bao gém 1 b6 giai ma cac goi
tin, 1 thiét bi phat hién, va 1 hé thong nhd logging va canh ba. Snort 1a 1 IDS trang thai , c6 nghfa réng né cé
thé tap hop lai va ghi nhan cac tan cbng dwa trén phan doan TCP.

M6t vai ban doc cé thé da gap nhiéu khai niém 1 firewall da trang thai hoac firewall khéng trang thai nhiéu
hon I1a 1 hé théng phat hién xam nhap. Tuy nhién, ca 2 khai niém d&u nhw nhau. Firewalls khéng trang thai
(va NIDSs) lam viéc vé&i cac géi tin riéng ré trong khi 1 firewall trang thai lai can nhic dén cac trang thai két
ndi. Vi du don gidn nhét nhu sau: Néu 1 ké tn cong chia nhd cac géi tin, thi IDS khong trang thai sé bd 1&
né (b&i vi 1 d4u hiéu khong bao gid xuét hién trong 1 gdi tin), tuy nhién né lai bj thiét bi IDS trang thai phat
hién dwoc bdi vi né thu thap cac phan dang nghi khéng chi dwa trén 1 géi tin ma trén ca dong di liéu trong
qué trinh két néi.

Tuy nhién, nhitng NIDs trang thai cling khong tranh khoi viéc bé 1& nhitng ddu hiéu xam nhap. Trong
chwong nay chung toi sé cung cép 1 vai vi du.
Vi du co ban nhét cho diu hiéu dé phat hién cta IDS lién quan dén 1 cudc tn cong web d6 1a dua trén 16i
CGI scripts. Mot cong cu phat hién 16i cla hacker thwéng xuyén bao gdm viéc quét 16i CGIl dé phat hién
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nhirng web server c6 16i CGI . Vi du nhw, mét 16i rat néi tiéng phf cho phép 1 ké tan céng cé thé quay lai bao
nhiéu file thay thé cho cac tai liéu html. Cudc tAn céng ny chi don gian st dung 1 script CGI nghéo nan dé
truy cap dén cac file va cac thu muc dwoc cho phép trén web server . D& phat hién dwoc tAn cong dwa trén
I6i phf , cong cu quét NIDS phadi tim trén tit cd géi tin nhing phdn cla chudi sau:

GET ) ) . . . ) /cgi-bin/phf?
Network IDSs sé tim kiém trong tht ca cac dau hiéu da ton tai dé tim cac chudi tim kiém trong 9éc goi tin
mang. Vi du, dau hiéu Snort sau sé thich hop vOi chubi trén:

alert tcp SEXTERNAL_NET any -> $HTTP_SERVERS $HTTP_PORTS (msg:"WEB-CGI phf
access";flow:to_server,established; uricontent:"/phf"; nocase; reference:bugtraq,629;
reference:arachnids,128; reference:cve,CVE-1999-0067; classtype:web-application-

activity; sid:886; rev:8;)
va . canh ) bao sé duwoc gui
Chung ta sé dé cap day da dén sy phat trién cia Snort NIDS sau.

19.1.2.2 Phat hién nhitng d4u hiéu bat thuwong:

Phat hién nhitng d4u hiéu bat thuwdng lién quan dén viéc thiét 1ap 1 nén méng co ban ctia nhitng hoat dong
binh thuwéng cia hé thdng hodc & cac hanh vi trén mang, va sau d6 canh bao ching ta khi nhitng s tréch
hwéng xudt hién. Lwu lwong trén mang thay ddi mot cach khong dang ké, chang han nhw thay ddi trong
thiét k& d& hwong IDS theo dinh dang host — base nhiéu hon 1a NIDS, Tuy nhién, mét sb mmang lai co
nhirng cAu trdc that khac thudng déc biét 1a nhivng mang quan déi hodc nhitng mang giao tiép tinh bao.
Mat khac, nhirng hanh déng xay ra trong mot server rét 16n c6 thé khong thé kiém soat hét duwoc, do d6 ma
mang tr& nén rat hén loan. Nén lwu v rang, thinh thoang chdng ta muén tach r&i nhivng NIDS dwa trén
nhitng sw kién bat thuwdng thanh nhitng sy kién chuy&n déng béat thweng (bi tréch hwéng tir 1 miéu ta
chuyé&n dong da biét) va giao thirc sw kién bat thuwdng (tréch hudng tir cac chudn giao thirc mang) .

Nhw ching ta sé thdy sau day trong chwong nay, phat hién nhitng sy kién b4t thuwong cung cap 1 dd nhay
cao nhung lai it d&c trwng. Sau day, ching ta sé d& cap dén nhirng cong cu hivu ich nhét.

19.2 Bayesian Analysis

Nhitng IDS nguyén ban rat khong thuan tién vi hacker ludn tim thdy nhirng 16 hdng méi ma khéng thé tim
thay trong co s& dir ligu cac d4u hién, hon nira, gléng nhw nhitng chwong trinh quét virus, viéc cap nhat
nhirng d4u hiéu méi vao co s& div liéu 1a mot van dé dang quan tam. Hon thé&, NIDS lai ludn dwoc ky vong
c6 thé dwong dau v&i nhirng giai tan lon. Boi thé& nén trang thai ton tai trong 1 mang c6 toc dd dwéng truyén
cao tr& thanh 1 van dé dang quan tam vé& bd nhé va gia thanh tién trinh

Nhiéu hon thé, viéc giam sat nhung mang I&n "switched networks" 1a mot van dé ty déng ndy sinh v&i cac
switch trén mang bi rGt ngan cac cam blen IDS. Ngudi ta ¢b gang xt ly van dé& nay béng cach tich hop IDS
trong switch hodc kém IDS vao cac cdng giam sat switch. Tuy nhién, g|a| phap nay co rat nhidu van dé
khong thé giai quyét dwoc, chng han nhw tao ra hang loat bd nhitng két néi hang gigabit doi hai phat trién
nhiéu IDSs trong 1 cAu hinh can bang load phtrc tap bdi vi 1 IDS tw né khéng cé kha nang dbi dau voi viéc
tai trong.

M6t giéi han khac cta IDS do 1a né c6 nhirng 16 héng rét I6n co thé bi tan cong hoéc lang tranh dwoc. Vi du
nhw, tan cong tir choi dich vu nhw SYN floods hodc tan cong ’smurf co the lam té liét IDS rat de dang.
Tuwong ty nhw thé thi viéc téc dd quét cham cac IP address c6 thé lam hdng rat nhiéu IDSs.

Phan nay sé gi¢i thiéu thudc tinh théng ké cla cac budc chin doan kiém tra va nhirng nhitng goi y cla
chung cho viéc bién dich két qua thu nghiém. Chung ta st dung mot cong thire thdng ké dwoc biét voi cai
tén dinh ly Bayes, dinh ly miéu ta& méi quan hé ma ton tai trong mét chudi nhirng thudc tinh don gian va co
didu kién. Khéng géi gon trong nhirng phép tinh toan hoc chi tiét ma co thé c6é dwoc tlr hang tram quyén
sach thdng ké& khac, chiing t6i con dé& cap dén cac thuc thi thwe técia "Bayesian analysis" khi dwgc ap dung
cho IDSs. D& hiéu dwoc khai niém va thwc thi thwe té clia nd sé cho phép ban hiéu ré hon vé lam thé nao
dé thiét 1ap nhirng IDS khac nhau tai nhitng diém khac nhau trén mang cla ban.



Su tiép can téi viéc sap xép cac cdm (ng phat trién tir chdn doan ctia Bayesian da day cho sinh vién y khoa
b&i 1 trong nhirng tac gia clia ebook nay

19.2.1 Nhirng thudc tinh chéng lai d6 nhay cdm

Can nhac mét IDS thong dung bao cao giam sat dwoc trinh bay tai Figure 19-1. M6t cét goi 1a xdm nhéap, dai
dién cho nhirng xam nhap dang xuét hién. D4u (+) cé nghia la né thuc sw la 1 cudc xam nhap, con (-) co
nghia la né chwa phai 1a 1 cudc xam nhap. Cot khac, goi la phan héi tir IDS, miéu ta suy nghi cta IDS khi
né phat hién ra 1 cudc xam nhap, dau (+) cé nghia la IDS coi d6 la 1 cudc xadm nhap, con d4u (-) c6 nghia la
IDS khéng danh gia n6 la 1 cudéc xam nhap Gibng nhw trong cudc song that, thi n6 cling chi ra rang IDS
khéng phai ltic ndo ciing ding. Ban cé thé st dung nhitng diém roi ctia mdi mot géc phan tw trong bang 2 x
2 dé& giup ching ta hiéu vé thudc tinh théng ké cda 1 IDA.

Figure 19-1. IDS response matrix

TP = Xac nhan dung (xam nhap dwoc phat hién diang)
FP = Xac nhan sai (cénh bao nham)
FN = Pha nhan sai (bd nh& xam nhap)

TN = Phu nhan dung (phat hién dung toan ven)
19.2.1.1 B6 nhay

D& nhay dwoc dinh nghta 1a 1 xac nhan ddng (phan bd ctia xam nhap dwoc phat hién bai IDS). V& phwong
dién toan hoc, doé nhay dwoc biéu dién nhw sau:
True positives / (true positives + false negatives)
Xac nhan dung / (xac nhan dung + Phd nhan sai)

Ti I& phd nhan sai bang 1 triy di do nhay. D6 nhay cta 1 IDS c6 duwoc nhiéu hon bao nhiéu thi nhixtng xam
nhap khéng dwgc phat hién gidm di bay nhiéu.

IDSs nhay rat c6 ich trong viéc chi ra nhitng cudc tAn céng trén cac khu vuc ctia mang ma né rat dé& dé phat
hién ra hoac khéng bao gi® bi bd sét. Kiém tra tinh nhay hiru hiéu nhiéu hon cho viéc kiém tra khi ban can
loai trr nhirng gi co thé 1a dai dién tir xa cho 1 cudc xam nhap. Trong s nhitng IDS cé dd nhay cao thi két
qua pht nhan cé nhiéu gia tri vdn c6 hon 1a cac két qua khang dinh.

Vi du, ban can 1 IDS nhay dé giam sat thiét bj host trong 1 LAN dwoc bdo vé bai firewall va router nhw hinh
Figure 19-2, Khu virc 2 dai dién cho loai thiét bi nay. Tai thoi diém bo dém tai nang, chung ta khdng nén co
b4t ky 1 xam nhap nao. N6 rat quan trong dé& cé d6 nhay cao dé giam sat khong bé sét thr gi. Cac déc
trwng it quan trong hon b&i vi tai thoi diém do trén mang, tat ca nhivng hoat dong bat thwong déu cé thé
dwoc khai thac. IDS khong can sw phan biét bdi vi nhitng x& ly cGia con nguwdi déu bat budc phai khai thac
moi mot canh bao.
Figure 19-2. Network segmentation for Bayesian optimization of IDS placement

19.2.1.2 Tinh xac dinh:

Vvé mat toan hoc, tinh Xac dinh dwoc biéu dién nhw sau:
True negatives / (true negatives + false positives)
Pha nhan ddng / ( phd nhan dung + xac nhan sai)

Phi nhan dung dai dién cho nhirng trudng hop khi IDS bao cao dung khdng c6 xam nhép. Xac nhan sai
xuat hién khi mét IDS bao cao sai ve 1 xam nhap ma trong thiec t€ la khéng xay ra. Xac nhan sai dwoc xac
dinh bang 1 trir di dac tinh.

1 IDS xac dinh co tién ich tét nhat cho ngudi quan tri hé thdng. Dbi voi nhitng chuong trinh do, gia tri xac
nhan la co ich hon gia trj pha nhéan. Nhirng kiém tra tinh xac dinh rat hiéu qua trong khi nhirng ket qua xac
nhan sai la rat khing khiép.



Chon Iya mét IDS véi ty 1€ ddc tinh cao cho mét khu vee clla mang ma tai dé tw dong chan doan 1a mot sy
chi trich. Vi du, khu vic 1 trong Figure 19-2 dai dién cho 1 firewall hop tac déi mat voi cac hiém hoa tir
internet. Trong trwdng hop nay, béi vi nhitng cudc tan cdng cé thé tré thanh tai hoa néu khong dwoc phat
hién sém. Tai thoi diém nay trén mang, ching ta khéng quan tam nhidu dén téng thé do nhay bdi vi ching
ta chd doi mét cudc tAn cong nhiéu hon la gidam sat toan bd chuyén dich trén mang dé tim ra nhirng hoat
dong béat thuwong.

19.2.1.3 B0 chinh xac:

Théng thwéng, sw can bang gitba dd nhay va tinh xac dinh dwa trén d6 nhay va tinh xac dinh ching thay ddi
lién tuc dwa trén 1 diém thay ddi dot ngét. Nhikng diém thay ddi cho nhitng ddu hiéu bat thwéng nay cé thé
duwoc lwa chon 1 cach tuy tién hodc dé dat . Tuy nhién, cé rat nhidu tinh hubéng c6 thé xay ra khi ching ta
mudn tiéu nhiéu tién hon cho 1 thiét bi c6 ca d6 nhay cao I&n tinh xac dinh cao. Tinh chinh xac 1& mét khai
niém ma bao quanh ca 2 d&c tinh xac dinh va dd nhay. Tinh chinh xac 1a 1 ty 1& can xt&ng cla tt ca cac két
qua cla IDS (ca xac nhan va phi nhan) ring ching la chinh xac.

Vi du nhw, chiing ta can tinh chinh xac cao trong khu virc ctia mang nhw khu vie 3 trong Figure 19-2. Trong
trwdng hop nay, web server cla chiing ta dat duwéi sy tAn cong, va né cé thé gay nén sy lung ting ngay lap
tirc cho chung ta va tham chi gay thiét hai v& mat tai chinh néu chiing bi tén thwong. Chiing ta can thwc thi
bat ky mét hanh dong bét thwong nao va thwc hién mét cach tw dong béi vi lwu lwong chuyén dich trén
mang la rét I&n. Trong thuwc té, d& dat dwoc do nhay cao nhét va tinh xac dinh cao nhét, ching ta can phéi
hop gilra cac Iop trong IDS.

Puong cac ddc diém thuwe thi nhan dwoc (ROC) la 1 phwong phap biéu dién d& hoa méi quan hé gitva dod
nhay va tinh xac dinh. M6t cung nhé ROC céac xac nhan dung (d6 nhay) ty 1& véi ti 1&é xac nhan sai (bang 1
trir di ti 1& xac nhan dang). B4 thi nay phuc vu gibng nhw 13 1 nomogram (Figure 19-3), dai dién db hoa (tlr
trwéng clia théng k&) ma gitip ban cé thé nhanh chéng so sanh chét lwong gitra 2 hé théng.

Sau khi chon 1 diém gi¢i han mong mudn, dd nhay va tinh chinh xac cta IDS c6 thé xac dinh dwoc ngay
trén dbé thi. Dwdng vong cung twong quan véi dd chinh xac hodc chét lwong cia IDS. Bwéng thdng chay
Ién va sang phai 45 d6 chira 1 IDS khéng hiru dung. Mat khac, mét IDS ma dwdng ROC dworc tucked trong
1 géc trén trai thi co thong tin tot nhat. V& mét dinh lwong, khu vec dwéi duwdng vong lién két truc tiép voi
do chinh Xac cla IDS
Trong hinh Figure 19-3, IDS B chinh xac nhiéu hon IDS C va IDS A cé dd chinh xac cao nhét.
Figure 19-3. Sample ROC curve

19.2.2 Gia tri xac nhan va khang dinh dw béo trwéc:

Vé mat ly thuyét, dd nhay va tinh xac dinh la nhirng thudc tinh cltia IDS. Nhitng thudc tinh nay la doc lap doi
vGi nhi'ng mang duoc giam sat. Boi vay, do nhay va tinh xac dinh chi cho chung ta cach ma IDS thao tac,
nhwng n6 khéng chi cho ching ta IDS thao tac trong tirng nglr cadnh cltia nhirng phan mang nao.

Gia tri Predictive Ia nhirng du béo trong thurc té tong hop tir tat ca cac dir liéu co san. Gia tri dw bao két hop
gitra prior probability v&i két qua clia IDS dé yield post-test probability, biéu thj nhw dy bao xac nhan va phu
nhan.

Su két hop combination constitutes a practical application of Bayess theorem, which is a formula used in
classic probability theory.
Théng tin dwa trén cudc tn céng prevalence trong mang clia ban dwoc diéu chinh béi két qua cla IDS dé
sinh ra moét prediction. TAt c& cac nha quan tri mang déu da thwc thi nhitng phan tich intuitively but
imprecisely. Vi du, néu ban biét ring slow ping sweeps have recently become prevalent against your
network, ban co thé st dung thong tin nay dé dinh gia tri di¥ liéu cho IDS cla ban.

B&i vi nhitng predictors déu lién két vé mat toan hoc, nén chiing phai dwoc chyén déi thanh nhirng s6 lé.
Sau do, chung duwoc de cap den nhw nhirng likelihood ratios (LRs) hodc nhirng odds ratios (ORs) va co thé
két hop duwoc trong nhirng phép toan don gian.



19.2.3 Likelihood Ratios

Cac gia tri dd nhay, tinh xac dinh va gia tri dw bao predictive values are all stated in terms of probability: the
estimated proportion of time that intrusions occur. Mgt khai niém hiru hiéu khac d6 la odds ((i.e., the ratio of
two probabilities, ranging from zero [never] to infinity [always]). For example, the odds of 1 are equivalent to
a 50% probability of an intrusion (i.e., just as likely to have occurred as not to have occurred). The
mathematical relation between these concepts can be expressed as follows:

Odds = probability / (1 - probability)
Probability = odds / (1 + odds)
LRs and ORs are examples of odds. LRs yield a more sophisticated prediction because they employ all
available data.

The LR for a positive IDS result is defined as the probability of a positive result in the presence of a true
attack, divided by the probability of a positive result in a network not under attack (true-positive rate/false-
positive rate). The LR for a negative IDS result is defined as the probability of a negative result in the
absence of a true attack, divided by the probability of a negative result in a network that is under attack
(true-negative rate/false-negative rate).
LRs enable more information to be extracted from a test than is allowed by simple sensitivity and specificity.
When working with LRs and other odds, the post-test probability is obtained by multiplying together all the
LRs. The final ratio can also be converted from odds to probability to yield a post-test probability.
By applying these statistical methods, we can make informed choices about deploying IDSs throughout a
network. Although currently fraught with inaccuracy, the field of intrusion detection is still nascent, and new
and exciting developments are happening every day. As time goes on, use of the scientific method will
improve this inexact and complex technology. By understanding the sensitivity and specificity of an IDS, we
can learn its value and when to utilize it. In addition, increasing the use of likelihood ratios makes the data
that we receive from our IDSs more meaningful.
(O sao lai c6 doan chwa dich nay?? Chéc la ngl quén Dé do, chiéu vé check lai ).

19.3 T4n cong thong qua IDSs

Dé giup ban xay dung chién lrgc an ninh, phan nay sé& chi cho ban thay nhirng hacker thuong khai thac 16i
trong IDS nhuw thé nao.

19.3.1 Phan doan (Fragmentation)

Phan doan hoéc chia nhd cac gdi tin 1a 1 trong nhitng cach t&n cong chéng lai hé théng phat hién xam nhap
clia mang, va né thwong (stump) tat cd nhitng NIDSs thwong mai dwoc thiét ké cach day vai nam. Béng
cach cét cac gai tin thanh nhitng mau nhd, cac hacker cé thé 1am fool IDS. Mét IDS trang thai dich ngwoc
céc goi tin dé phan tich, nhung khi lwgng nhirng goi tin ting 1&n, tién trinh cling tiéu thu hét nhiéu ngudn luc
hon va tré nén bat dau thiéu chinh xac. Va duéng nhuw ¢6 1 gia tri xac dinh con sb nhitng phan doan ma 1
IDS c6 thé x ly, néu vwot qua con sb d6 There is a seemingly infinite number of fragmentation tricks that
one can employ, leading either to evasion or to overloading the NIDSs anti-evasion capabilities.

19.3.2 Gia mao - snoofing

Ngoai phuwong phap phéan doan di¥ liéu, con co thé gia mao TCP sequence number ma NIDS nhin thay Vi
du nhw, néu goi tin tién két ndi SYN cung véi 1 sb thlr tw dwoc chuyén, IDS sé tré thanh 1 thiét bj
desynchronized tir host bi vi host drops nhitng SYN khéng dwoc danh gia cao va khéng dwoc trong doi,
trong khi d6 IDS tw thiét 1ap lai d& nhan sé thir tw méi. B&i vay, IDS bd qua dong di liéu thuc vi né dang
cho 1 s6 tht tw moi ma khéng tdn tai. Khi glri 1 gdi tin RST véi dia chi forged ma chiu trach nhiém cho
forged SYN c6 thé 1am két thuc két ndi méi nay téi IDS.

Nhin chung, NIDS khéng biét bang cach nao may dich sé dich nhirng thong tin dau vao. Bdi vay, nhitng
giao tiép mang bét thuong co thé duoc thiét 1ap dé co thé nhin thdy sy khac biét tir chinh IDS. Chi co dia
chi dich thiwrc sy mai cé thé cho phép tat ca cac van dé ctia NIDS dworc giai quyét.

19.3.3 Thay déi giao thirc - Protocol Mutation

Whisker by RFP (c6 tai http://www.wiretrip.net) Ia mét cong cu phan mém dugc thiét ké dé hack webserver
bang cach gia tao 1 yéu cau HTTP dé vuwot qua IDS. Vi dy, 1 yéu cau CGI cd dién sé theo chuan http sau:



http://www.wiretrip.net/

GET /cgi-bin/script.cgi HTTP/1.0
Obfuscated HTTP requests can often fool IDSs that parse web traffic. Vi du, néu 1 IDS quét dé tim kiém
nhirng xam nhap dwa trén phf:
/cgi-bin/phf

Chung ta c6 thé thuwdng xuyén tao ra fool bang cach thém cac di liéu mé réng vao cac yéu cau cla ching
ta. Chung ta co thé thay ddi yéu cau nhw sau:
GET /cgi-bin/subdirectory/../script.cgi HTTP/1.0

Trong treong hop nay, ching ta yéu cau thu muc con va s dung /../ dé chuyén téi thuw muc me va thyc
hién script dich. Cach thtre sneaking nay trong cac back door duoc dé céap ti nhw 1 thw muc thay ddi va né
14 1 trong nhi¥ng cach khai thac phd bién nhat vao thoi diém hién nay.

Whisker t dong tao ra cac cach tan céng chéng lai IDS rat da dang. Két qua la Whisker duoc biét dén nhuw
la 1 céng cu chong lai IDS (AIDS). Whisker dwgc chia nhé thanh 2 phan, whisker (scanner) va libwhisker
(module Perl dwgc str dung trong Whisker).

Nhirng IDS hién dai nhw Snort c6 géng dé binh thwéng héa moi truyén théng trén mang truée khi phan tich
théng qua nhirng sw st dung cac various preprocessors. Ky thuat binh thuwdng hoa doi héi phai tao dwoc
cho viéc truyén théng giébng nhw thém nguyén téc, (more uniform) vi du nhu, bang cach g& bd ambiguities
trong packet headers va payloads va bang cach hién thi dong truyén thong don gian dé abi chiéu véi cac
mau xam nhap. Tuy nhién, con so nhi*rng possible mutations chi 1a s6 it mot sé bit dwoc xac dinh. Do do,
cudc dua vii trang gira bén tAn cong va bén phong tha van duoc tiép tuc.

19.3.4 Tan c6ng vao thiét bi kiém tra tinh toan ven:

Nhw da dé cap trwdc day, nhivng IDS 13 thiét bi kiém tra tinh toan ven tinh toan gia tri checksum va tap hop
théng tin vé cac file & ché d6 khai tao. Sau d6, chwong trinh sé kiém tra nhirng sw thay dbi, st dung ché do6
"check mode". Thém vao do, ngwdi quan tri hé thdng cé thé cap nhat nhiing ddu hiéu sau khi ciu hinh lai
hé thdng (ché d6 "update mode". Phu thudc vao sw thuc thi cla host IDS ma mdi mot ché do déu co thé bi

tan cong.

Mot ké tAn cong cé thé tw thay ddi phdn mém host IDS, sau d6 gl thong tin sai Iéch dén ban diéu khién
host IDS trung tdm hodc cé thé lam cho hé théng nhadm I&n gitra nhitng cong viéc kiém tra tinh toan ven.
Déng thoi, mét sb chwong trinh tAn cong vao nhan ciing cé thé bi IDS bd qua bdi vi ching co thé tw lam
dang déi véi hé thdng va Ilra déi IDS thanh cong. Phan tich chi tiét nhixng cudc tAn céng cla host IDS dwoc
dé cap chi tiét trong "Ups and Downs of UNIX/Linux Host-Based Security Solutions" (Section 19.7).

19.4 Twong lai ctia IDSs

Nhirng phat hién xam nhép con la mai bat dau, trong khi cac hacker ngay cang tién trién, IDSs bat budc
phéi co gang dé doi dau véi cac cude tan cong do. Table 19-1 chi ra nhirng hiém hoa ma twong lai sé de

doa IDS va nhirng giai phap tiem nang.
Table 19-1. Nhing giai phap tiem nang cho kho khan trong twong lai cia IDS
Van de Giai phap

Encrypted traffic (IPSec) Nhudng IDS vao trong cac stack cla host
Téc d6 va dé phire tap cta cudc tAn cong tang Ngan cdm cac phat hién b4t thuwdng, nhivng thiét bi nang vé
NIDS, va abi chiéu thdng minh
Switched networks Giam sat cac host riéng ré nhang NIDS vao trong cac switch
Gia tidng lwong thong tin can bién dich Hién thi trwc quan di liéu, tw déng canh bao va lién két
Nhirng k§ thuat evasion mai Ky thuat binh thudng héa truyén thdng méi va bao vé host theo chiéu sau
Ky thuat tdn céng dwa trén nhan moéi  Thiét bi an toan cho nhan  moi
Phan sau sé& kiém tra d&n nhirng sw phat trién cla van dé vao cac giai phap dy dinh:

19.4.1 Embedded IDS

IPSec (viét tat clia IP Security) tré thanh 1 chudn phé bién cho an toan dir liéu trén mang. Ipsec la mét bo
nhirng chuan vé an toan dwoc thiét ké béi IETF nham cung cap sy bao vé end-to-end cho cac di¥ liéu ca



nhan. Viéc thye thi cac chuén nay cho phép 1 thiét bi co thé chuyén dir liéu trén 1 mang khong dang tin cay
nhw Internet trong khi ngén chan cac ké tan cong pha hdng, an trdm hodc spoofing giao tiép riéng biét nay.

Bang céach bdo vé& an toan cho nhirng goi tin tai I&p mang, Ipsec cung cép cac dich vu ma hoa trong subt dbi
V@i cac (rng dung ciing nhw bao vé truy cép cho an toan mang. Vi du, Ipsec c6 thé cung cAp sw an toan dau
cudi cho cac hé thong cau hinh client-to-server, server-to-server, va client-to-client.

That khéng may mén, Ipsec lai la 1 con dao 2 Iw&i cho IDS. Mét mat, Ipsec cho phép ngwdi st dung log an
toan vao mang cla ho tir nha s dung mang riéng do, mét khac Ipsec ma héa div liéu trén dwéng truyén,
b&i vay lam cho sniffing trong IDS 1am viéc kém hiéu qua. Néu hacker tAn cdng vao thiét bi dang nhap t&r xa
clia ngwdi st dung, ho sé& c6 1 tunnel an toan dé hack toan bé mang. D& stra 16i nay cla Ipsec, nhirtng IDS
twong lai d&u can phai nhiing vao tai cac tAng ctia TCP/IP stack tai host. Diéu nay sé& cho phép IDS quan ly
céac di liéu nhw né chwa bi unencapsulated va thuwc thi né trong méi téng clia stack, phan tich nhirng di¥ liéu
da dwoc ma héa & cap do cao hon.

19.4.2 Ngan cdm nhirng d4u hiéu bat thwdng dwoc phat hién thay

B&i vi nhitng cudc tAn céng van tiép dién va ngay cang téc dd va phirc tap, do d6 IDSs cang ngay cang it
kha nang chdng choi. Tra 161 cho tinh hudng nay bdng cach ngan cAm nhitng d4u hiéu bat thuwong dwoc
phat hién thay: tat ca nhitng dau hiéu bat thwong, bat ké chang la chinh hay phu, déu dwoc bao dong bang
xac nhan dung. Phwong phap nay doi hdi cac IDS phai dwoc dwa vé cac host rieng ré hon l1a dé ching
trong toan mang. M6t host riéng ré cé thé cé nhiéu mau théng tin cé thé dw bao dwoc hon la trén toan
mang. M&i mét host dwoc néi dén déu c6 mot IDS dé phat hién bat ky mot d&u hiéu bat thwong ndo. Sau dé
ngwdi quan tri cé thé dwa ra nhitng quy luat (ngoai 1&) cho cac tly bién cé thé dwoc chap nhan. Theo cach
nay, IDS giam sat cac hoat dong theo cach ma firewall giam sat truyén thong.

Vay lam nhw thé nao ching ta c6 thé thiét ké 1 IDS thuc thi viec ngan ngira cac hanh dong bt thweng dua
trén cac host? Chulng ta sé lam viéc v&i cac host riéng ré ma cé phan nao dé duoc lai tao gitra firewall va
céac router, va ching ta co thé didu khién IDS cla ching ta cho mdi mét host la doc nhat. B&i vi ching ta chi
lam viéc trén cac host, do d6 ching ta géi tin ndo nhan dwoc 1a cho host xac dinh nao. Ching ta co thé dat
dd nhay cla chuing 18n cao dé tim kiém béat ctr mot d4u hiéu bat thwéng nao.

Vi du, tai mirc d6 goi tin, cdng cu phat hién dau hiéu bat thudng dya trén host clia chung ta c6 thé quét cac
géi tin nhuw khi ching dugc thuc thi trén stack. Ching ta diéu khién IDS dé& gidm sat moi thi :

. Céc déu hiéu khéng duwoc mong cho
. Xung daot TCP/IP
. Céc goi tin cod do I&n b4t thwong
. Gia tri TTL thap
. Gia tri checksum sai

Hoac nhirng xung dét trong nhirng giao thirc khac

Tuwong tw nhw thé, tai tang (ng dung, chung ta c6 thé budc cong cu phat hién dau hiéu bat thuong quét tat
cd nhitng sy thay dbi bat thwodng trong cac dac diém sau day cha hé théng:

. S dung CPU
. Kich hoat dia
. bang nhap nguwoi dung
. Kich hoat file
. sé nhirng dich vu dang chay
. ) nhirng rng dung dang chay
. Sé nhirng cdng dang mé

Kich thuéc cua file log

Khi mét d4u hiéu bat thudng dwoc phat hién, mét canh bao sé duoc chuyen tdi trung tam didu kkhién.
Phwong phap nay c6 d6 nhay cao, nhuwng that khdng may la no tao ra rat nhidu van dé can phai giai quyét
vé mét di¥ liéu. Ching ta sé gidi quyét van dé nay sau.

19.4.3 Host- Versus Network-Based IDSs



S gia tdng cla nhitng mang switch lam can tré 1 IDS trong viéc giam sat mang s dung ché d6 pha tap,
phan tich giao thirc thu déng. Né tré nén ngay cang khé dé giam sat nhiéu host cuing ltc béi vi sy gia téng
cta dwdng truyén, nhixng mang ao va nhirng sw réc rdi khac. Thém vao do, viéc (rng dung gia ting clia cac
the growing use of encrypted traffic foils passive analysis off the wire. B&i vay, IDS dang tr& nén cac giam
sat dwa trén host.

19.4.4 Visual Display of Data

B&i vi dworng truyén va hiéu qua cac cudc tAn cdng ngay cang téng, nén viéc tao ra cac canh béo chinh xac
ngay cang tré nén khé khan. Lwong di liéu canh bao dwoc tao nén béi IDS cps thé nhanh chéng
overwhelm thao tac cta con ngudi. That khong may, viéc loc di¥ liéu cho con nguwoi thwong st dung han
ché nhitng hiéu qua cta né.

Mét gidi phap cho van d& nay lién quan dén k§ thuat phat trién visualization ddng thi dwoc coi la hién thi
geometric di¥ liéu. Con ngudi hidu dwgc geometric shapes intuitively, b&i loai hién thi nay thudng la cach
dé& nhét dé hién thi mot liwvong div lieu (massive). Khi mot theo tac cdm thay 1 d4u hiéu bat thwdng trong
man hinh d5 hoa, né cé thé drill down mudn hon dé gidi quyét van dé. Vi du, cho nhitng &ng dung bén
trong, Airscanner Corporation ma héa didu khién linh hoat ActiveX ma mimics a real-time human
electrocardiogram (EKG). Téc d6 va giai diéu (mau sic hodc am thanh) ctia dao déng "heartbeat" trén man
hinh dé& dap trad lai sy thay dbi trén mang. Gidm sat giébng nhw nhitng ngwdi y ta trong bénh vién dbi voi
cardiac telemetry floor, Nguw®i quan tri mang Airscanner c6 thé d& dang giam sat LAN bang cach dé y dén
man hinh.

19.5 Nghién ctru Snort IDS

Phan nay sé trinh bay 1 vi du phat trién Snort IDS (http://www.Snort.org). Snort thudng dwoc goi la
"lightweight IDS," nhwng né cé t&n goi d6 tai thi diém d6 chir khdng lién quan gi dén lightweight.. Snort chi
nén dwoc goi 13 lightweight néu né dé cap dén cong cu phat hién hiéu qua va dung lvong nhé cac dau hiéu
nhé. N6 1a 1 b6 dich IDS day di ma co thé phat trién theo huéng tbc d6 x& Iy cao va cau hinh phan bd ma
c6 thé dat dwoc dén tbc do hang giga bit.

Thiét bj phat hién xam nhap dwoc dé cap dén trong phan nay xay dwng trén hé didu hanh Linux, co s& dir
liéu MySQL va mét méi trwéng phan tich ACID. T4t c& moi phién ban Linux nhw Red Hat hodc Debian déu
c6 thé st dung. Ban nén xay dwng 1 hé théng Linux nhd nhét tir scratch (gibng nhw nhitng nha ban phan
mém IDS thwong mai ban IDS dwa trén Unix). Dbi v&i viéc phat trién nhitng mang nhd, ban nén tir bé
nhirng bién Linux qua canned. Hé thdng phai dwoc nhd gon nhéat va nhiéu tinh nang (tit ca nhitng phan
mém khong can thiét d&u nén g& bo).

Ban nén c6 it nhat 2 card mang trén may tinh phat tri&n Snort. B&i vi giao dién sniffing (d& phat hién nhirng
cudc tan cong) va giao dién quan ly (s& dung d& quan ly di¥ liéu cac sw kién nhay cdm, cap nhat cac quy
dinh va nhitng thay ddi ciu hinh) phai dwoc dat riéng ré. Ly do chinh do 13 giao dién sniffing khdng cé dia
chi IP. Trong méi trwdng Linux, rat la d& dé kich hoat mét giao dién mang ma khéng can dia chi IP ma chi
can s dung 1énh nhw ifconfig eth1 up. Mé&c du khéng cung clp 1 bién phap an toan téng thé (bang dinh
nghfa), nhwng bién phap nay tét hon Ia st dung mét giao dién thong thwérng dé phat hién xam nhap.

Snort va co s& di liéu cé thé dwoc cai dét trén 1 may, tuy nhién trong trudng hop tdc dd truyén théng cao,
ban nén cai dat co s& di¥ liéu, Snort, va webserver trén nhirng may tinh khac nhau. Tét nhét 1a Snort trén 1
may, con co s& dir liéu va webserver trén may con lai
Trong trwdng hop cai dat trén nhiéu may, cac thanh phan cla IDS dwoc két ndi véi nhau qua mang va do
do, cac bién phap an toan phai duwoc thwe thi. D& bdo vé dwéng truyén gitra thiét bj phan tich véi co s& di
liéu, chiing ta phai st dung két néi SSL. D& han ché cac truy cap bap ban didu khién dwa trén ACID, chiing
ta s& st dung nhitng ddc chudn cla Apache webserver, phuwong phap xac thuc HTTP co ban qua
.htpasswd. Truyé&n théng gitra cdm bién snort v&i co s& di liéu cé thé duwgc tunneled qua SSL hodc SSH.

19.5.1 Cai dat hé théng:

Dau tién ban phai thiét Iap 1 Linux hardened. Di v&i Red Hat Linux, c6 thé chon Custom Install tir nhirng
bd cai dat CD chl'nh \thL’PC hoac khc“)r)g ch[nh ;hL'Pc,,hoéc thu gon cac tuy chon cai dat 90a né bang cach g&
bé cac thanh phan do hoa . Phai chac chan rang tat ca cac géi tin MySQL server (c6 san trén Red Hat CDs)


http://www.snort.org/

duwoc cai dat. Cau |énh:
# ) _rpm . -U /mnt/cdrom/RedHat/RPMS/mysql*rpm
sé quan tam dén dieu nay, dwgc cung cap bdi Linux CD.

Trong trwéng hop méi trwdng Linux st dung 1a Red Hat, rat nhiéu géi phan mém Snort RPM (Red Hat
Package Manager) cé thé download t» website Snort.org . Ban can géi Snort va Snort-mysql cho nhitng cai
dat trén. Cai dat chadng 1én trén hé théng ctia ban. Néu RPM doi héi sy doc lap, hay download goi cai dat
thich hop cho né (co thé sé can thw vién libpcap)

Cai dat thém phan mém quan sat sy kién ACID-IDS vao hé théng. Trang chi ACID c6 chi¥a tAt ca cac phan
mém va hwéng dan cai dat (http:/acidlab.sourceforge.net). Cac géi cai dat ACID doi héi phai dwoc gidi nén
& 1 thw muc c6 thé nhin thdy dwoc tir webserver (vi du trén Red Hat & /variwww/html). B&i vay ACID c6 thé
dwoc phat trién trén /variwww/html/acid. File cAu hinh acid_conf.php 1a noi chira tat cd cac sap dat clu
hinh. Khéng c6 didu khién truy cap nao duwoc thiét 1ap bén trong, do d6 ban can phai tao.htpasswd trong
Ivar/www/html/acid.

Néu trong lwa chon phat trién (chdng han nhw cai d4t RedHat) khong cé web server thi 1 Apache web
server can duoc cai dat trén moi trwdng do thdong qua CD.
# rem -U /mnt/cdrom/RedHat/RPMS/apache*rpm
Sau khi tt ca cac thanh phan da dwoc cai dat, dén lwot ching ta thiét 1ap ciu hinh cho IDS. D4u tién, Snort
phadi dwoc cdu hinh d& cé thé log vao co sé& di liéu. Sau day la mot sb chi dan dé& lam didu do:

1. Khai dong co s& div lieu MySQL

# [etc/init.d/mysql start
2. Tao co so dor lieu Snort:
# echo "CREATE DATABASE Snort_db;" | mysq| -u root -p
3. Tao nguoi sty dung dé st dung co s& div liéu:
# adduser Snort
4. Tao cac quyén cho ngudi st dung nay dé thém cac div lieu canh bao vao trong co s& dir liéu:
# echo “"grant INSERT,SELECT on Snort db.* to Snort@localhost" | mysgl -u root -p
5. St dung céac script c6 san trong ngudn ctia Snort (khdng di kém cung véi géi nhi phan RPM) dé tao cAu
truc dir liéu:
# cat Jcontrib/create_mysq| | mysq| Snort_db
6. Thay ddi file cAu hinh Snort dé log vao co s& di liéu. N6i cach khac thay dbi /etc/Snort.conf nhw sau::
output database: log, mysql, user=Snort dbname=Snort_db host=localhost
7. Thay dbi script kh&i tao Snort (/etc/init.d/Snortd) d& snort thwc hién lénh sau:
/usr/sbin/Snort -D -l /var/log/Snort -i SINTERFACE -C /etc/Snort/Snort.conf
Pinh  vi ti d& ca log cia snort cé& thé duwoc danh gia &  day.
Bay gio, Snort co thé bat dau bang lénh:

# /etc/rc.d/init.d/Snortd start

IDS d& dwoc cAu hinh va co thd log t6i co s& dir liéu. Hay kiém tra chuing nhu sau:
1. Kiém tra rang tién trinh dang chay:
# ps ax| grep Snort | grep -v grep
Néu két qua kha quan,ban sé thay di liéu tra vé khong tréng.

Trén Linux, ton tai 1 Iénh don gian twong tuw:
# ps u “pidof Snort’

2. Kiém tra réng Snort phat hién thay tan cong trén lynx http://www.somelL OCALwebserver.com/cmd.exe va
sau do chay 1énh:
# tail /var/log/Snort/alert
Né&u co két qua tét, ban sé& nhin thdy 1 théng diép canh bao chi ring c6 1 tn cdng IIS web. Blirng chay
bwéc kiém tra nay thong qua 1 két ndi URL tir xa ma hay thlr né trén may cuc bd cla ban. Phai chic chan
réng cdm bién c6 thé cam nhan duoc cudc tan cong (két ndi nay dwoc thiét 1ap thdng qua mang duoc giam
sat b&i Snort).

Phwong phap quét cdng sir dung nmap la 1 bwéc thér Snort hiéu qua, diéu nay dam bao cho viéc phat hién
quét cdng duoc bat va dwoc cau hinh chinh xac. Trong thuc té, cé ton tai nhidu phwong phap dé kidm tra 1
IDS. Nhiéu ngudi thich s&v dung nhi¥ng goi tin ICMP I&n (c6 thé thuwc hién béng 1 1énh ping don gian) hodc
Ia nhitng phwong phap khac.
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3. Kiém tra logging co s@ di liéu:
#  echo "SELECT count(*) FROM event" | mysq| Snort_db -u root -p
Néu t6t, ban sé nhin thay mét lwgng khac rong div liéu dwgc chira trong co s& div liéu.

19.5.2 Cai dat cong cu canh bao:

Bay gid, hay thiét lap cong cu cadnh bdo qua ACID. ACID (Trung tdm phan tich di liéu xam nhap) 1a 1 tng
dung duwoc xay dwng trén PHP ma cho phép phan tich di liéu Snort dwoc chira trong co sé& di liéu.

ACID phai dwoc phép truy cap vao co s& did lieu. St dung lénh sau dé thwc hién didu nay:
# echo "grant CREATE,INSERT,SELECT,UPDATE,DELETE on Snort_db.* to acid@localhost;" |

mysq| -u root -p
Dé an toan hon, nén sir dung SSL d& quan sat canh bao. Hay phat trién cac goi SSL tir dia cai Red Hat:
# rpm -U /mnt/cdrom/RedHat/RPMS/mod-ssl*rpm
va khéi dong lai Apache thong qua /etc/init.d/httpd restart.

DPé an toan hon nia, chi nhirng ’két ndi SSH maéi dwoc phép. Mot host firewall script for the iptables Linux
firewall c6 thé dwoc st dung dé chi cho phép TCP port 443 (HTTPS) va khéng cho phép TCP port 80
(HTTP).

Bay gid, khdi dong Apache web server va chi browser t&i giao dién quan ly IP (ho&c dia chi 127.0.0.1 néu
chay trén local browser). Bia chi dung la: http://www.yourSnortServer.com/acid. Phan mém ACID sé& hwéng
dan ban lwa chon khéi tao cai dat, cung cip cho ban theo nhitng hwéng dan trén. ACID c6 thé dwoc st
dung dé& quan sat cac canh bao cla Snort IDS trong nhitng ché do khac nhau, thwe hién viéc tim kiém, va
truy cap géi tin payload day du.

Néu cai dat co' s& di¥ liéu khong dung, ban don gian chi can chuyén tiép nhitng canh bao toi syslog va sau
do6 st dung cong cu phan tich syslog dé giai quyét né. Nhitng cong cu nhw Snortsnarf tén tai dé téng két va
quan sat cac sw kién Snort.

19.5.3 Piéu chinh cac quy tic cta IDS :

Théo luan day da vé viéc diéu chinh cac quy tac cia IDS dwoc dwa ra trong cbt 18i clia chwong nay. Tuy
nhién, mét khi ching ta tién téi viec khéi tao cac quy tic, ching ta s& mét rat nhiéu thdi gian cho nhivng
canh bao, phan tich ching va theo dé giém bot cac quy tic. Céng doan nay thich hop hon dbi véi viéc phat
trién 1 NIDS néi bd va mang nhé. Mot giai phap khac do la thu hep cac bd quy tac dé giam sat chi nhirng
dich vu dang bi nguy hiém. Cong viéc nay tdt hon khi cai d&t DMZ véi dd an toan cao trong dé cac thiét bi
déu dwoc thdng ké mot cach c&n than va virng chic. Trong trwdng hop nay, canh bao CodeRed sé gia tang
mat cach tuyét déi béi vi Unix web server sé khong bi tdn thwong béi nhivtng de doa tdm thweng dé.
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